MNHOBPHAYKN POCCUA
®ENEPAINBHOE NOCYAAPCTBEHHOE BIO[PKETHOE OBPA3OBATESTbHOE YYPEXKOEHVE

_ BbICLLEMO OBPA3OBAHUSA
«BOPOHEXCKWUU TOCYOAPCTBEHHbLIU YHUBEPCUTET»
(Preoy BO «BI'Y»)
YTBEPXOAKO
hekaH (hakynbTeTa npuknagHon
MaTemMaTuKn, MHPOPMaTUKN
N MEeXaHWKK
(¢~ C.H. Mensenes
L 26.05.2023
NMPOIrPAMMA MNMPAKTUKHU

62.0.03(MNa) NpousBoacTBeHHaA NpPakTUKa, NnpeaavniomMHas
Kod u HaumeHosaHue(mun) npakmuku/HVP e coomeemcmeuu ¢ y4ebHbIM MiaHoMm

1. Kog 1 HaumeHoBaHMe HanpaBeHUs NoAroTOBKU/cneumnanbHOCTHU:

10.05.01 KomnbloTepHag 6e3onacHOCTb

2. Mpodcdunb nogroroBku/cneumannsauymsa:

be30nacHOCTb KOMMNbLTEPHbLIX CUCTEM U CETEN

3. KBanudwmkauusa (cteneHb) BbinyCKHMKa: Cneumvanuct
4. dopma ob6y4eHus: oyHas

5. Kachegpa, oTBeualowlas 3a peanusaumio npakTuku: ERP-cuctem 1 GU3Hec-npoLLeccos

6. CoctaButenu nporpammbl: CadoHoB Butanui BnagumumpoBuy, K.T.H., AOLEHT Kadeapbl

ERP-cucTtem n busHec-npoueccos

(®UO, yyeHasi cmeneHb, y4eHoe 38aHUe)

7. PekomeHpgoBaHa: Hay4yHo-MeTOOAMYECKMM COBETOM (hakynbTeTa NPUKNagHON MaTEMAaTUKU,
nHdopmMaTukm n mexaHukm 26.05.2023 r., npotokon Ne9
(HaumeHoBaHue pekomeHOyrowel cmpykmypsbi, 0ama, HOMEpP rPOMOoKoJa,

ommemKu o NpodrieHUU 8HOCSIMCS 8PYYHYIO)

8. YueOHbIN rop:_ 2028/2029 CemecTtp(bl): B




9.Lllenb npakTuku:

- npoBedeHve cucTemaTMsaumn, pacluMpeHus,  3akpenrneHune u - yrnybneHus
TeopeTU4ecknx NpodeccnoHasnbHbIX 3HAHUIN, NOSTYYEHHbIX B pe3ynbTaTe U3yyYeHns AUCUUNINH
HanpasneHus 1 crneumanbHbIX JUCLMNANH NPOMUIBHON NPOrpaMmbl NOArOTOBKY;

- BbINOSIHEHWE BbINYCKHOMN KBanNnukaumoHHON paboTbl;

- (bopMmMpoBaHME y CTYAEHTOB HaBblKOB BEOEHMSI CAMOCTOATENIbHOW Hay4YHOW paboThl,
nccnenoBaHnst U 9KCNEPUMEHTUPOBAHUS.
3apauv NpakTUKK:

OcHoBHOM 3afayen NPOM3BOACTBEHHOWN NPAKTUKN NPeaannIoMHON ABNAETCA
npuobpeTeHne onbiTa B UCCIeg0BaHMM akTyanbHOW Hay4yHoM npobnemebl, a Takke nogdop
HeobXxo4MMbIX MaTepuanos 451 BbINOSTHEHUSA BbINYCKHOW KBanNnguKaumoHHON paboTbl.

Bo BpeMsa nNpakTuKn CTyaeHT OOKeH

u3yqume:

- MHPOPMALMOHHBIE UCTOYHWKM MO pa3pabaTbiBaeMon TEMe C Lerbio MX UCMOoSb30BaHUS
Npw BbINOSTHEHUM BbINMYCKHOW KBanudukaunoHHon paboTsl;

- MeTo4bl MOLENUPOBaHNA 1 UCCreAoBaHUS BOMPOCOB MHAOPMaLMOHHON 6e3onacHoCTy;

- MeToAbl aHanmn3a n o6paboTkM AaHHbIX, ABNAOLLMXCA BXOAHbIMU ANS NPOBEAEeHUSA
Hay4HOro nccrefoBaHus;

- HPOPMALMOHHBbIE TEXHOSTOMMKN, NPUMEHSIEMbIE B HaY4YHbIX UCCIIeA0BaHUSAX,
nporpamMMHble NPoAYyKTbl, OTHOCALLMECS K NpodheccruoHarnbHom cdepe;

- TpeboBaHnsa K 0POPMIEHNIO HAYYHO-TEXHNUYECKOWN AOKYMEHTaLuu;

8bIMOSIHUMb:

- aHanus, cuctemaTusaumo n obobLieHne nHpopmaunm No Teme nccnefoBaHum;

- CpaBHeHMWe pe3ynbTaToB UccneaoBaHMs obbekTa pas3paboTku ¢ 0Te4eCTBEHHbIMU U
3apybexHbiMy aHanoramu;

- aHann3 Hay4YHou 1 NpPakTUYeCKOn 3Ha4YMMOCTU NMPOBOAMMbIX UCCIIea0BaHUN.

10. MecTo npakTukm B cTpyktype OOIl: obs3aTtenbHada yacTtb 6noka B2.

Linkn (pasgen) OOI: b2 \ koa ancumnnudel B YT: 652.0.03(Mg)

Ne | Kopg HanmeHoBaHue

[na ycnewHoro npoxXoXaeHust y4yeOHOM NpaKkTUKM obyvalolmMecss WCMONb3YT 3HAHUS, YMEHWUs,
cchopMUPOBaHHbIE B X04€ M3YYeHUs1 AUCLMMIIVH

61.0.35 O6bEKTHO-OPUEHTUPOBAHHOE NMPOrpaMMnpoBaHne
61.0.37 MeToabl nporpaMMmnpoBaHmns

B1.0.41 3awmTa B onepaunoHHbIX cucTemax

61.0.44 3alumTa nporpaMmm 1 gaHHbIX

51.0.57.04 | CoBpeMeHHbIE TEXHOIOMMU 3aLLUUTbI MHOPMaLMKN KOMMNBIOTEPHBIX CUCTEM U CETEN

51.0.57.01 | IhxxeHepua nporpammMmHOro obecnevyeHms

b1.B.10 KomnnekcHoe obecneyeHne 6€30nacHOCTM KOMMbIOTEPHLIX CUCTEM U CETEN

52.0.02(H) | Npou3BoAcTBEHHAA NpaKTMKa, 3KCNepUMeHTarnbHO-UccnegoBaTensckas pabora

OO N0 WINF

52.0.05(1) | Npou3BoacTBEHHAA NPAKTUKa, MPOEKTHO-3KCNNyaTaLMoHHas

OVCuMnnnHbl M NPaKTUKKU, ONS KOTOPbIX OCBOEHWE AaHHOW AUCLMNMMHBI (MOAynsl) HeobXoaumo Kak
npegLecTsyloliee

10 [ 63.01(d) | MoaroToBKa K NpoLeAype 3aluTbl U 3aLmMTa BbIMYyCKHOI KBanMdUKaLMOHHOM paboTsl

11. Bua npakTtuku, cnocob u popma ee npoBeaeHUsA

Bua npakTukn: npouszeodcmeeHHas.

Cnoco6 npoBeaeHUA NPaKTUKN: cmayuoHapHas.

dopma npoBeAeHUsA NPaKTUKU: QUCKPEMHas.

Peanunsyetcs yactnyHo B coopme npaktudeckon nogrotosku (MM).

[Mpon3BoaCTBEHHAA NMpaKkTUKa NPOBOANTCSA B CTPYKTYPHbIX NOApPa3aeneHnsix yHmBepcuteTa m B
opraHu3aumnsax Ha OCHOBE JOrOBOPOB, 3aKMNoYaeMbIX MEXAY YHUBEPCUTETOM U OpraHM3aunsiMu,




AeATENbHOCTb KOTOPbIX COOTBETCTBYET HanpaBfeHHOCTU peanu3yemoln oGpasoBaTenbHow
nporpamMmmbl MO COOTBETCTBYHOLLIEMY MPOGUNIO.

12. NMnaHnpyemble pe3ynbTaTbl 0GYy4YeHUA NPU NPOXOXKAEHUN NPAKTUKKU (3HAHUA, YMEHUA,
HaBbIKW), COOTHECEHHbIE C NMIIaHUPYEeMbIMU pe3yfibTaTaMu OCBOeHUS o6pa3oBaTesibHOM
nporpaMmmbl (KOMNETEHLUMSAMU) U UHAUKATOPaMU UX OCTUKEHUA:

Ko HasBaHue Koa(bl) WHankaTop(bl) MnaHvpyemble pesynbTaThl
KoMneTeHunn o6yquV|;|
CriocobeH pewamsb Or1K-9.15 yMeeT aHanu3upoBaTb W oOueHuMBaTb | 3Hamb:
3adayqu yrposbl MHOPMaLIMOHHOM — OCHOBHble €Nocobbl M cpeacTBa 3almThbl
npogheccuoHasnbHol 6e3onacHoOCcTN 06BbeKTa; MHOPMALMM  OT YTEYKM MO  TEeXHU4ECKUM
dessmernbHoCcMu c KaHanam U1 KOHTponsi  3hdeKTUBHOCTU
yyemom mekyweao 3aLWmMThbl MHpopMaLmu;
COCMOsIHUSI u — OCHOBbI (bM3nyeckor 3aluTbl 06BEKTOB
meHdeHyul passumusi nHpopmaTH3aLmn.
memodos 3awumel
UHopmayuu 8 Ymems:
S ornepayuoHHbIX — aHanuavMpoBaTb W OLEHMBaTb Yrpos3bl
x cucmemax, MHOPMaLMOHHON Ge3onacHOCTN o6bekTa
'C:) KOMIMbIOMEPHbIX cemsx
u cucmemax Ofl1K-9.17 Brnageet MeTogamu pacyeta v | Bnadems:
ynpaerneHus 6azamu WHCTPYMEHTalibHOro KOHTpOnA — MeTogamMmu W cpeacTBamu TexHu4yeckon
0aHHBbIX, a makxe nokasatenew SEKTUBHOCTU | 3a1uThI UHbopMaLMK;
memodos u cpedcms TEXHUYECKOM 3aLUnTbl MHbopMaLmn. MeToAaMu pacyeTa U WHCTPYMEHTAaSIbHOro
3awume!  uHghopmayuu KOHTpOMNs nokasartenen 9ddeKTMBHOCTH
om yme4ku o TEeXHUYECKOW 3aLLnTbl MHcpopMaLmn.
MeXHUYECKUM KaHarnam,
cemeli u  cucmem
nepedayu uHgopmMayuu
CriocobeH OllK-13.2 Bnageet HaBblkamu paspaboTkm | SHamb:
paspabambieampb nporpaMMHbIX MoAynew, peanuaytowmx —obWwmre  NpuHUMNBI  MOCTPOEHUS U
KOMIMOHEeHMbI 3ajayvun, CBfA3aHHble C obecrneyeHnem | UCnonb3oBaHMs COBPEMEHHbIX A3bIKOB
rnpoepamMmMHbIX u 6e30MacHOCTV  OMepaLMoHHbIX CUCTEM | MPOrpaMMUPOBAHMUS BbICOKOTO YPOBHS;
npoepammHo- PacnpoCTpaHeHHbIX CeEMENCTB — COBpPEMEHHble TexXHonorum
annapamHbix cpedcms | Of1K-13.5 ymeeT paboTatb C UHTErpupoBaHHLIMU | MporpamMMUpOBaHWS;
3awumsl  UHGopmayuu cpepamu  paspaboTky  MPOrpaMMHOro — rnokasaTenu Kadectea  NpOrpaMMHOro
8 KOMIMbIOMEPHbIX obecneyeHus; obecneyeHus;
cucmemax u | OflK-13.6 Brnageet HaBblKamu pa3paboTku, — 6asoBble CTPYKTYPbl AAHHbIX;
npoeodume aHanu3 ux oTnagku, AOKYMEHTUPOBaHNA n — MporpaMMHble MeToAbl MPefoTBpaLLeHNs
6ezonacrocmu TECTUpOBaHA NporpaMm; HeCaHKLMOHMPOBAHHOIO JOCTYMNa K AaHHbIM;
— OCHOBHblE nporpaMMHble meToAb!
3alWMTbl A@HHBIX OT HECaHKLIMOHMPOBAHHOMO

OfIK-13.9 3HaeT nokasarenu KayecTBa | gocTyna.
nporpaMmMHoro obecneveHus;

OlK-13.10 3HaeT 6a30Bble CTPYKTYpbl AaHHbIX; Ymeme:

— paboTaTb C MHTErpUpoBaHHbIMK Cpefamm
OflK-13.12 ymeeT hopmanu3oBatb MOCTaBMEHHYO | pa3paboTkv nporpaMmmHoro obecneyeHus;
3agady,; — dhopmanusoBaTb NOCTaBMIEHHYIO 3afa4y;
. OrlK-13.13 ymeeT paspabartbiBatb 3 EKTUBHbIE — paspabaTtbiBaTtb 3hPEeKTNBHBbIE
@ anropuTMbl M Nporpammbl; anropuTMbl U NPOrpammbl;
x OflK-13.14 ymeet npoBoAUTb OLIEHKY — NpOBOAWNTL  OLIEHKY  BbIYUCIIUTENIbHON
8 BbIYMNCIIUTENBHON CMOXHOCTU | CIIOXHOCTW anroputma;

anroputma; — nnaHupoBaTb  paspaboTky  CMOXHOro

OfK-13.15 ymeer nnaHnposaTb pa3paboTKy | mporpaMMHOro obecneyeHus;

CINOXHOrO NPorpaMmHoro obecneveHns; — NPUMEHSATL CpeacTBa M MeToAdbl aHanvaa

OfllK-13.16 BrageeT MeToAaMu OLEHKM KadecTBa | nporpamMMHOro obecneyeHvs Ans BbiSIBNEHWS
roTOBOrO NPOrpaMMHOro obecneyeHus; 3aKnagok;

OriK-13.17 Bnageet HaBblKamu pa3paboTku — NPUMEHATL METOAbl aHanusa MNPOeKTHbIX
anropuTMOB ANA  pelleHuss TUMOBBIX | pelleHWn AnA obecrneyeHus 3aluLLeHHOCTH
npodyeccroHanbHbIX 3agay; KOMMbIOTEPHbBIX CUCTEM;

OlK-13.18 YMeeT npuMeHsTb cpeacTsa U MeToabl — MPUMEHATb  COBPEMEHHblE  cpeAcTsBa
aHanusa nporpamMmmHoro obecneyeHns | obecrneyeHus MHOPMALIMOHHOW
ANs BbISIBNIEHWs1 3aKNagok 6e30nacHOCTU NPorpamMM 1 AaHHbIX;

OllK-13.19 YMeeT npuvMeHsTb MeToAbl aHanusa — NpoBOAUTL aHanu3 nporpaMMHbIX
MPOEKTHbIX PeLleHnit Ans obecnedveHns | cpeacts, MPUMEHSIEMbIX AMsi  KOHTpOns W
3aLLUMLLEHHOCTM KOMMbIOTEPHBLIX CUCTEM. | 3almMThbl MUHOPMALMK.

OriK-13.21 YmeTb NPUMEHSITb coBpeMeHHble | Brnadems:
cpeacTea obecneyeHust — HaBblkamy  pa3paboTkn  MPOrpaMmHbIX
MHpOpMaLMOHHON 6esonacHoOcTM | mMoaynew, peanuaylowwmx 3agayu, CBsidaHHble C

nporpamMmm 1 faHHbIX

obecneyeHnem 6e30MacHOCTU onepaLMoHHbIX
CMCTEM pacnpoCTpPaHeHHbIX CEMENCTB;




OrlK-13.23

YMeeT NpoBoANTbL aHanm3 NporpamMmmHbIX
CpeacTs, NPUMEHSIEMbIX [fs1 KOHTPOINS 1
3awWmTbl UHGOPMaLum

— HaBblkamu pa3spaboTky, oTnagku,
[OKYMEHTUPOBAHMSI " TECTMPOBaHUS
nporpamm;

— MeTodaMUu OUEHKM KayecTBa rOTOBOrO

nporpamMmmMmHoro obecneyeHus;
— HaBblkaMu pa3p860TKVI anropuTtMoB Ons

peleHnss  TUNOBbIX  MNPOdeCCUOHanbHbIX
3agaq.
CnocobeH OllK-4.1.3 cnocobeH wucnonb3oBaTb  A3bIKM U | SHamb:
opaaHu308bi8amb cucTeMbl nporpaMM1poBaHus, — A3bIKW M CUCTEMbl NPOrpaMMUPOBaHUS,
3awumy uHgopmMayuu 8 MHCTPYMEHTarnbHble  CpeacTBa  MPU | MHCTPYMEHTanbHble CpeacTBa MpUMEHsieMble
KOMIMbOMEPHbIX obecneyeHun 3awnTbl MHGOPMaUMM B | npu oBecrnevyeHnn 3aluTbl UHpopMauun B
cucmemax u cemsix (o KOMMbIOTEPHbBIX CUCTEMaxX NPU PELIeHUN | KOMMbIOTEPHBIX  CUCTEMax MNpu  pelleHun
obnacmsam pasnuyHbIX NpodeCcCcroHarnbHbIX, | pasnuuHbIX npodeccnoHanbHbIX,
PUMeHeHUsi) uccnefoBaTenbCkUX M NPUKNAAHbIX | MCCNeaoBaTenbCKMX U NPUKNaaHbLIX 3a4ad.
. 3agjay; Ymeme:
;f OriK-4.1.5 Bnageet HaBblKamu NpUMeEHeHNA — ucnonb3oBatb  A3blKU " cuUcTembl
N aHaNUTUYeCcKnX " KOMMbIOTEPHBIX | MPOrpaMMUPOBaHMs, MHCTPYMEeHTanbHble
g mofenen OObeKToB MWHdoOpMaTM3auun | cpeactBa  Mmpu  oBecriedeHuy  3almThbl
npv  CO34aHMM  CUCTEM  3alLUThl | MHOPMAaLMM B KOMMbIOTEPHbBIX CUCTEMAX MNP
nHpopmaLmu; peLleHMn  pasnuyHbliX  NpodeccroHarnbHbIX,
nccnenoBaTenbCKUX U NPUKNaaHbIX 3aaaud.
Bnadems:
HaBblkaMy MPUMEHEHWUA  aHanUTUYecKux W
KOMMbIOTEPHBIX mogaenen o6bekToB
MHpopMaTU3aLUMM  MpUM  CO3[aHUM  CUCTEM
3aLWMTbl MHpopMaLWU.
CrnocobeH OflK-4.2.3 Bnageet HaBblkamu nposefeHvs | Bnadems:
aHanusuposams aHanusa 3alyLLEeHHOCTU, MOHUTOPWHTA, | HaBblkaMu nposeAeHust aHanusa
3aWUWEeHHOCMb, ayauta u obecneyeHusi KOHTPOMbHbIX | 3aLUMLLEHHOCTW, MOHWUTOPUHIa, ayauta Wu
nposodums npoBepokK (hYHKLMOHMPOBaHUS n | obecneyeHus KOHTPOMbHbIX NpoBepOK
MOHUMOpUHe, ayoum u 6e30nMacHOCTN KOMMBIOTEPHBIX CUCTEM U | (DYHKLIMOHMPOBaHUS " 6esonacHocTm
N KOHMPOIIbHbIE cetew; KOMMbIOTEPHbIX CUCTEM U CETEN.
N rposepKu
E‘ pabomocnocobHocmu u
e} 3aujuueHHocmu
KOMIMbIOMEPHbIX
cucmem u cemel (o
obnacmsm
rPUMEeHeHUs)
CrnocobeH OfIK-4.3.5 cnocobeH nNpUMEHSATb  MporpammHble | SHamsb:
paspabamsieamb u cpeacTBa MpUKNaAHOro, CUCTEMHOMO U — nporpaMMHble  CpeacTBa  NpUKNagHoro,
aHanusuposams cneumanbHOro Ha3HayeHus npyu | CUCTEMHOTO W ChneunansHoro  HasHaveHus
KOPpPeKmHocmb paspaboTke 1 aHanu3e MNOMWUTUKM | UcMonb3yemble Npu paspaboTke U aHanuse
nonumuku nHbopmaumoHHol Be3onacHocTy; NonUTUKN MHAOPMaLMOHHON 6e3onacHoCTU.
. UHghopMayUOHHOU Ymems:
g besonacHocmu — NPUMEHATbL  MpOrpamMMHble  CpeacTsa
¥ KOMIMbIOMEPHbIX NPUKNagHoro, CUCTEMHOINO U creuuansbHOro
'C:> cucmem u cemel (no Ha3HayeHuss npu paspaboTke W aHanuse
obnacmsam NonNUTUKN MHAOPMaLMOHHON 6e30nacHOCTU.
rpUMeHeHuUs) Bnadems:
NporpaMMHbIMK ~ CPEACTBaMU  NPUKIAZHOrO,
CMCTEMHOTO U cheumanbHOro  HasHaveHus
npuMeHsieMbIMU Npu paspaboTke n aHanuse
NONMUTUK HOpMaLMoHHoM 6e3onacHocTu.
CnocobeH nposodums | [MK-1.3 MCronb3yeT MNPUHLMNBbI  KOMMNEKCHOW | 3Hamb:
aHanus mpebosaHuli u pa3paboTku npasun, npoueayp, — NPUHLUMMbI  KOMMAEKCHOW  pa3paboTku
8bIM0IHSIMb pabomal o npMemMoB W METOAOB, MPU CO3daHUM | npaswusl, Npouenyp, NPMEMOB Y METOLOB, Mpu
poeKkmuposaHuUto CPeAcTB 3aluThl MHOPMaUMKW, B TOM | cO34aHUM CPEACTB 3aluTbl MHGOpMauuM, B
npozpamMmMHbIX u yuncrne ¢ UCNonb3oBaHNEM COBPEMEHHBIX | TOM YWUCME C MCMOMb30BaHMEM COBPEMEHHbIX
arnnapambix MeToooB UM cpeacTtB  paspaboTkv | meTonos " cpencts paspaboTku
KOMIMOHeHm  cucmems! nporpaMmMHoro obecneveHus; nporpaMMHoro obecneyeHust.
6e3onacHocmu Ymeme:
KOMIMbIOMEPHbIX — UCNomnb3oBaTh MPUHUMMbLI  KOMIMMEKCHOM
] cucmemM u cemel, 6 pa3paboTku npasun, npoueayp, NpuemMoB W
o mom qucne c MeTo4oB, NPW CO3[4AaHUM CPEACTB  3aLuThbl
E ucronb3oeaHuem MHopmaumu, B TOM yucne c
cospemMeHHbIX Memo0dos MCMOMb30BaHNEM COBPEMEHHbIX MeTOAoB W
u cpedcme  3awumsl cpencTs pa3paboTku nporpaMMHoOro
UHgbopmayuu obecneyeHus.
Bnadems:
TEXHOMNOTMAMU  KOMMMEKCHOW  pa3paboTku

npaswn, npoueayp, NpYeMOB U METOLOB, Npw
CO3aHNN CPEefcTB 3aluTbl MHdOpMauun, B
TOM 4uCre C UCMOMb30BaHMEM COBPEMEHHbIX
MeTo[0B n cpeacTs pa3paboTku
nporpamMmMHoro obecneyeHus.




CrniocobeH npuHumams | [1K-2.2; cnocobeH NPOBOAUTL aHanu3 | 3Hameb:
yyacmue 8 akcriepmuse KOMMbIOTEPHBLIX ~ CUCTEM  C  Lenbio — MeToabl W cpeacTBa  MpoBedeHus
u aHanuse onpeneneHnst YpoBHs 3alUMLLEHHOCTM U | aHanu3a, TeOopeTMYeckoro W MPUKNagHoro
ys3gumocmel, yepo3 u fosepus ¢ nocrneayownm obobLLeHneM | nuccrnefoBaHWsi  YpoBHEN  3allWLLEHHOCTU
UHYudeHmos " obpaboTkoit MHOPMALMK, | KOMMBIOTEPHBIX cuctem ¢ Lenbto
UHGhopMayUOHHOU Nnony4YeHHON B XO4e UCCreaoBaHUNM; onpefeneHns  yYpoBHA  3alUULLEHHOCTU U
be3onacHocmu e | K-2.5 NpoBOAMT TEOpETUYECKNE U MPUKINagHoOe | JOBepus C nocnegywowmym obobuieHnem 1
KOMIbOMEPHbIX uccrnegoBaHUe YpoBHEN 3alUMLLEHHOCTU | o6paboTko WHGOopMaummn, TMornyvYeHHoW B
cucmemax u cemsix KOMMbIOTEPHbIX CUCTEM U CETEN; xofe uccrnefoBaHum.
Ymeme:
— NpoBOANTL aHanus KOMMbIOTEPHBIX
o CUCTEM C LUemnblo OonpedeneHust  ypoBHS
™M 3alUMLLEHHOCTM U OOBEPUsi C MOCredyoLwmum
= oGoblueHreM u o6paboTkoil  MHGOPMALMM,
nory4eHHol B XoAe nccrneaoBaHui;
— NPOBOAUTbL TEOpeTUYecKne U NpuknagHoe
uccnegoBaHMe  YpoBHEM  3aLLMLLEHHOCTU
KOMMBbIOTEPHbBIX CUCTEM U CETEN.
Bnadems:
HaBblkamu npoBeaeHus aHanusa
KOMMbIOTEPHBIX cuctem ¢ uenbto
onpegeneHvss  ypoBHsI  3ALUMLLEHHOCTM 1
nosepust ¢ nocnegywowyMm o6o6lieHnem 1
obpaboTkoii MHpopmMaumK, MONyYEHHON B
X0[4€e uccnegoBaHum.
CniocobeH [1K-3.2; 3HaeT MeToAbl aAMWHUCTPUpPOBaHMSA | 3Hamb:
yyacmeosameb 8 cucTem ynpaBneHus cobbITUsIMM — MeTogbl  aOMWHUCTPUPOBAHUA  CUCTEM
pabomax no MHOPMaLMOHHOM 6e3onacHOCTY, | ynpaBneHuss CoObITUSMU MHGOPMALMOHHOM
MPOEKMUPO8aHUIo cuctem obHapyxeHus N | 6esonacHocTM, cucTemM OOHapyxXeHuss 1
cucmem 3awumsl npegoTBpaLleHns BTOPXEHWUN, | NpedoTBpaLLeHUs BTOPXEHWUN, MOHUTOPWHra
uHghopmayuu 8 MOHWUTOPWHIa COObITUIA N MHUMOEHTOB; COBbITUI U MHUMOEHTOB
KOMMbOMEPHbIX l1K-3.3 cnocobeH npoBoauTb aHanus | Ymems:
cucmemax u cemsx npu 6€e30MacHOCTU KOMMBLIOTEPHBLIX CUCTEM C — NpoBOAUTL aHanus 6e3onacHoCTM
peweHuu MCMornb30BaHNEM aKTyarnbHbIX | KOMMbIOTEPHbLIX CUCTEM C WCMONb30BaHMEM
pogeccuUOHarbHbIX, CTaHAapToB B 006NacT KOMMbIOTEPHOW | akTyaribHbIX cTaHgapToB B obnacTtn
uccnedosamernbCKux U 6esonacHocTw; KOMMblOTEPHOW Be3onacHocTy;
rpuknadHelx 3aday l1K-3.4 crnocobeH npoBoauTb  aHanM3 U — NpoBOAUTbL aHanu3 u opmanmsaumio
dopmanusaumio NocTaBneHHbIX 3a4ay B | nocTtaBlieHHbIX 3agay B obnactu
5 obnactin 6e30MacHOCTM KOMMbIOTEPHBIX | 6e30MacHOCTM  KOMMbIOTEPHBIX  CUCTEM U
N CUCTEM U ceTew; ceten;
= l1K-3.5 BbIMOMHAET  NPOBEPKY  YCTOWYMBOCTU — BbIMOMHATL ~ NPOBEPKY  YCTOMYMBOCTMU
NPUINOXEHU K BHELUHEMY | MpUIoXeHi K BHeELLHeMy
HEeCaHKUMOHNPOBAHHOMY JOCTYNY, B TOM | HeCaHKLUMOHMPOBAHHOMY [OCTyny, B TOM
yucne nposepka YCTOMYMBOCTM BEG- | uucne npoBepka yCTOMYMBOCTH BeO-
MPUIMOXEHWIA K arakam, NPUMEHEHUe | MPUNOXEeHUN K aTakam, NpUMeHeHVNe CpencTs
cpeacTB  KoHTpons — 6esonacHOCTW, | KOHTpons 6esonacHocTy, ynpaBrneHve
ynpasneHue KpunTorpadu4eckuMu | kpuntorpaddMyeckuMn cpeacTsamu, a Takke
cpeacTtBamn, a TaKke OpraHu3auus | opraHusauMs MeponpusTuin no obecneveHuto
MeponpuaTUn no obecneyeHunto | knbepbesonacHoCTu;
kmbepbesonacHocTy; Bnadems:
HaBbIKaMu npoBeAeHNst aHanu3a
6e30nacHOCTU  KOMMbIOTEPHBLIX  CUCTEM  C
MCMONb30BaHWEM akTyarbHbIX CTaHAapToB B
obracTu KOMNbTEPHOW Ge30nacHOCTU.

13. O6beM nNpakTUKM B 3a4eTHbIX eAuHULAax / aK. vac. (8 coomeemcmeuu ¢ y4ebHbIM rnaHom) —

8/288.

dopma NPOMEXYTOYHOM aTTecTauumn 3a4em ¢ OUEHKOU.

14. TpypoeMKoCcTb NO BuAam y4ebHown paboTbl

TpynoemMKocTb
Bcero Mo cemecTtpam
Bug yuebHon paboTbl B
u. 4., B opme
nr
Bcero yacos 288 288 217
B TOM yucre:
KoHTakTHasa pabota (Bkntoyas HAC) 2 2 2




CamocTtoaTenbHas pabota

286 286 215

WNToro:

288 288 217

15. CopepxaHue npaktukm (unu HAP)

n/n O6bem yyebHom paboThbl, Y
Pasgenbl (aTanbi) Buzb! yue6HOi paGoTs KoHTakTHble | CamocTosTe
NMpaKkTUKn yachl nbHas
paboTta
1. | lNodeomosumernbHbi | IHCTpyKTaX No obLyMM BONpocaM, Nno TEXHUKE 1 10
U amar ©e3onacHOCTK, cocTaBreHme naHa pabor.
2. | HayyHo- Bbibop Tembl nccnenoBaHusd; onpegeneHne npobnemel, 0,5 100
uccriedosameribCcku | 0ObeKTa U NpegmMeTa uccrnefoBaHus; hopmMynmpoBaHme
t aman uenu n 3agad MUccrnefoBaHUs; TeopeTU4ecKMn aHanms
nuTepaTtypbl U uccnegoBaHui no npobneme, nogbop
HeoOXOOMMbIX WCTOYHMKOB MO Teme (naTeHTHble
martepuansl, Hay4Hble OT4eTHl, TexHu4yeckasi
OOKYMeHTaumMa w Aap.); cocTaereHue 6ubnuorpadum;
dopmMmynunpoBaHue paboyer rmnoTessbl.
3. | Oman ebinonHeHus | OnpegeneHne npobnembl, obObekTa W npegmeTa 0,5 100
uccrniedogameribCKu | nccnegoBaHnsi, OpPMynNMpoBaHMe LUenu  u - 3agad
X pabom 110 | UCcrefqoBaHUsl, TeOpeTUYECKUA aHanu3 nuTepaTtypbl U
UHOusuOyarbHOMy uccnegoBaHunm no npobneme, nposeaeHve ob3opa u
nnavy BbIOOp COBpPEMEHHbLIX WMHMOPMALMOHHBLIX TEXHOMOrMM,
crneumanbHoro NporpaMmHoOro obecneyeHust n
obopyaoBaHusa Ans pelleHns NocTaBneHHOM 3agadn no
aHanu3y 3aluWeHHOCTM o0bekTa WHGOopMaTM3aunu;
NpoOBEAEHNE CaMOCTOATENBHOIO pelleHnst  yd4ebHon
Hay4YHOW 3a4a4u, UCCrieJOBaHWUM U 9KCMEPUMEHTOB.
4. | Oman ogpopmneHus | OnucaHne npodenaHHon paboTbl C CaMOOLIEHKON 0 76
omyéma 1o | pe3ynbTaTtoB NPOXOXAEHNS NpaKkTuKu;
umoeam fpakmuku | (bopMynMpoBaHNe BbIBOOOB W MpeasiokKeHun no
opraHv3aumy NpakTukK.

16. MNepe4yeHb y4yebHOM nuUTepaTypbl, pecypcoB ceTu «UHTepHeT», HeoOXoAMMBbIX Ans
NPOXOXAEHUSA NPaKTUKKU (CrIuCOoK numepamypbl 0ghopmissemcss 8 coomeememauu ¢ mpebosaHusmMu
IOCT u ucnionb3yemcs obwiasi ckeo3Hasi Hymepauus 05151 6cex auG08 UCMOYHUKO8)

a) OCHOBHag nuTepaTtypa:

Ne n/n

M CTOYHMK
Wknsp, M.®. OcHoBbl Hay4HbIX uccnegosanun / M.®. Wknap. — Mocksa: Jawkos un Ko, 2012. —
244 c. URL:http://biblioclub.ru/index.php?page=book&id=112247.
HosukoB A.M., HoeukoB [1.A. MeTogonorusa Hay4yHoro uccnegosanms. — M.: Jinbpokom. 2010 —
2. 280 c.
URL:http://www.methodolog.ru/books/mni.pdf.
OcHoBbI ynpaBneHus HpopMaLMOHHON Be3onacHOCTbIO: [yuebHoe nocobue ans CTyAEeHTOB
BY30B, 00y4aroLMXCA NO HanpaBneHNsIM MOArOTOBKM (CneunanbHOCTSIM) YKPYMHEHHOW rpynbl
3. cneumanbHocTen 090000 - "MHdopm. 6e3onacHocTb"] / A.l. Kypuno [n gp.]. — 2-e u3g., ncnp. —
Mocksa: Nopsyasa nuHus-Tenekom, 2014. — 243 c. — (Bonpochkl ynpasneHnst MHopMaLUoOHHOWM
6esonacHocTbio; KH.1). — ISBN 978-5-9912-0361-6.
Kpakosckun, KO.M. MHdopmaumoHHas 6e3onacHoCTb 1 3awmta nHpopmauum: y4ebHoe nocobme
ans ctyd. o6y4y. no cneumanbHOCcTU «NHOpPMaLNOHHBIE CUCTEMBI Y TEXHOMNOTMUY OHEB. U 3204.
dopm 06y4deHus / O.M. Kpakosckuii. — M.; Poctos H/[: MapT, 2008. — 287 c. — ISBN 978-5-
241-00925-8.
NwewnHoB, Bavecnae AkoBnesnd. 3awmTa koHmaeHUnansHom nHpopmauum: [y4ebHoe nocobue
Ons cTyA. By3oB, 0by4. no cneuunansHoct 090103 "OpraHusaums n TEXHONOrnsa 3awuThbl
5. nHcpopmaumn" n 090104 «KomnnekcHasi 3awmuta o0bekToB MHopmaTusaumm»] / B.A. UwenHos,
M.B. MeuatyHsH. — M.: POPYM, 2009. — 254 c. : un. — (Bbicluee obpasoBaHue) .—
Bnbnuorp.: c.249-254 .— ISBN 978-5-91134-336-1.
doctep, Dxenmc. 3awmuta ot B3noma: cokeTbl, akcnnonTsl, shell-koa: / [x. doctep, M. lMNMparic;
nep. ¢ aHrn. A. A. CnimHknHa. — Mocksa: [JMK lMpecc, 2008. — 784 ¢c. — ISBN 5-9706-0019-9:

1.



https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=5487&TERM=%D0%A8%D0%BA%D0%BB%D1%8F%D1%80,%20%D0%9C.%D0%A4.%5B1,1004,4,101%5D&LANG=rus
http://biblioclub.ru/index.php?page=book&id=112247

449.10 p. — URL:http://e.lanbook.com/books/element.php?pll cid=25&pl1 id=1117.

Ckyauc, 9a. MpoTneocTosiHMe xakepam. [NowaroBoe pykoBOACTBO MO KOMMbIOTEPHBLIM aTakam 1
acppekTnBHOM 3awwmTe: / 3. Ckygmc. — Mockea : IMK lMpecc, 2009 .— 512 ¢. — ISBN 5-94074-
170-3 : 176-00 .— URL:http://e.lanbook.com/books/element.php?pll cid=25&pl1 id=1112.

Fony6, Bnagumnp AnekcaHapoBud. 3awuta oT Bpe4OHOCHOTO NporpaMMHoOro obecneyeHus:
yyebHoe nocobue ans By3os / B.A. lony6; BopoHex. roc. yH-T.— BopoHex: J1OIN BI'Y, 2006. —
31 c. — URL:http://www.lib.vsu.ru/elib/texts/method/vsu/may07045.pdf.

XoBapga, Mawnkn. 19 cmepTHbIX rpexoB, yrpoxatoLmx 6esonacHocTy nporpamm. Kak He JonyCTUTb
TMNUYHBIX owmBok: / M. Xosapa, [. Nebnank, [x. Buera; aBT. npeaucn. A. MopaHn .— Mockea :
OMK [Mpecc, 2009 .— 287 c. — 3arn. u aBT. opur.: 19 deadly sins of software security / Michael
Howard, David Leblanc, John Viega .— ISBN 5-9706-0027-X .—
URL:http://e.lanbook.com/books/element.php?pll cid=25&pll id=1118.

10.

3anues 0.B. Rootkits, SpyWare/AdWare, Keyloggers & BackDoors: O6HapyxeHue 1 3awmTa /
0O.B. 3anueB. — CI16.: EXB-Iletep0bypr, 2006. - 304 c.

11.

WaHbruH, B. ®. 3awmta koMnboTepHON MHpopMaumn. S deKkTMBHbIE METOALI U cpeacTaa: /
WaHbruH B. ®. — Mockea: MK lMpecc, 2010. — 544 c. — [donyuweHo Y4ebHOo-MeToan4ecKnm
06beaVHEHEM BY30B MO YHUBEPCUTETCKOMY NOJSIMTEXHUYECKOMY 0Opa3oBaHUI0 B KAYeCcTBe
y4ebHOro nocobus ansi CTyAeHTOB BbICLLUMX Y4EOHbIX 3aBeAeHUA, 06ydaroLmnxcs no
HanpasneHuto 230100 «MHdopmaTuka 1 BbluMcnuTensHasa TexHnka». — ISBN 978-5-94074-518-
1. — URL:http://e.lanbook.com/books/element.php?pll_cid=25&pl1_id=1122.

12.

AcTtaHuH, MBaH KoHcTanTnHoBMY. 3awmTa nHdopmaummn: yuebHoe nocobue ans sysos / N.K.
ActanuH, H.W. ActaHuH; BopoHex. roc. yH-T, JlucknHckun dounuan. — BopoHex: BopoHex. roc.
YH-T, 2006. — ISBN 5-9273-1080-x.

6) gononHUTENbHasa nNuTepaTtypa:

Ne n/n

NcTouHnk

13.

Mypomuesa A. B. UckyccTso npesdeHTaunn. OCHOBHbIE MpaBuria n npakTuieckne
pekomeHgaumm / A.B. Mypomuesa. — Mocksa: ®nuHTa: Hayka, 2014. — 108 c.

14.

Kpy4umHuH, B.B. KomnbloTepHbIE TEXHONOMMN B HAay4YHbIX UCCNEAoBaHNaX: y4ebHo-
meToanyeckoe nocobue / B.B. KpydunHuH. — Mocksa: TYCYP (Tomckuin rocygapCTBeHHbIV
YHUBEPCUTET CUCTEM YNpaBneHus n pagnoanekTpoHukun), 2012. — 57 c. — Pexum goctyna:
http://e.lanbook.com/books/element.php?pll_id=11269.

15.

AHppeeB, I"./. OcHoBbI Hay4YHON paboTbl 1 METOLOMNOMMA ANCCEPTALMOHHOIO nccneoBanns /
.. Angpees, B.B. bapsuHeHko, B.C. Bepba. — Mockea: ®PnHaHchl U cTaTUCTUKa, 2012. — 296
c. — Pexxum poctyna: http://e.lanbook.com/books/element.php?pll_id=28348.

16.

Cuctembl n cpeactsa UHdopmaTtukn: ExerogHuk / 'n. peq. N.A. Cokonos. — Mockea: UM
PAH. — 2010.— Bbin. 20. — Ne 2. — 350 c.

17.

depnepanbHbIi 3akoH oT 27 utonsa 2006 roga Ne 149-d3 «O6 nHdopmaumm, MHPOPMaLNOHHBLIX
TEXHOMOrMaxX 1 0 3awmrte nHgopmaummy // CobpaHue 3akoHogaTtensctea Poccuickon
depepaumm, 31.07.2006, Ne 31 (1 4.), cT. 3448.

18.

depepanbHbi 3akoH OT 27 utonsa 2006 roga Ne 152-d3 «O nepcoHanbHbIX AaHHbIX» //
CobpaHve 3akoHogaTtenbcTBa Poccunckon ®egepauun, 31 nons 2006 roga Ne 31 (1 4.), cT.
3451.

19.

FOCT P MCO/M3K 27001-2006 MHdopmMaLmoHHasa TexHonormus. Metoapbl 1 cpeacrtsea
obecneyeHus 6e3onacHocT. CUCTEMbI MEHEeKMEHTa MHpopMaLnoHHon 6e3onacHoCcTy.
TpeboBaHus. (yTBepXaéH 1 BBeOEH B AenctBue NMprnkasom degepanbHOro areHTcTea no
TEXHUYECKOMY perynmpoBaHuio u Mmetponorum ot 27 aekabpsi 2006 r. Ne 375-cT).

20.

Mpuka3 ®egepanbHON CryxObl MO TEXHUYECKOMY M 9KCMOPTHOMY KOHTponto Poccuu ot 11
deBpans 2013 roga Ne 17 «O6 ytBepxaeHun TpeboBaHui o0 3awimTe nHPOpMaLmm, He
COCTaBMsIlOLLLEN TOCYOAPCTBEHHYIO TalHy, CoAepPXaLlencsi B rOCyAapCTBEHHbIX
MHOPMaLIMOHHBIX cuctemax» // Poccuinckas raseta, Ne 136, 26.06.2013.

21.

Mpuka3 ®enepanbHON Cryx0Obl MO TEXHUYECKOMY M 9KCMOPTHOMY KOHTponto Poccum ot 18
deBpans 2013 roga Ne 21 «O6 yTBEpPXXOEHMM COCTaBa U COAEPXKaHWSA OpraHU3aLNOHHbIX U
TeXHMYecknx mep no obecneveHnto 6€3o0nNacHOCTN NEPCOHanbHbIX AAaHHbLIX MPU X 00paboTke B
WH(POPMALIMOHHBIX CUCTEMAX NePCOHanbHbIX AaHHbIX» // Poccuinckas raseta, Ne 107,
22.05.2013.

22.

MeToaunyeckuin 4OKyMeHT. Mepbl 3almTbl HOpMaLMn B rocyaapCTBEHHbLIX UHPOPMALIMOHHbLIX
cuctemax (yrB. PCTIK Poccum 11.02.2014).

23.

MoctaHoBneHue MNMpaButenbcrtBa Poccuiickon Peaepaumm ot 1 HoA6pst 2012 roga Ne 1119 «O6
YTBEPXXAEHMM TPEOOBaAHMWI K 3aLLMTe NEPCOHaNbHbLIX AaHHbLIX NpKU nx obpaboTke B
WHOPMAaLIMOHHBIX CUCTEMAX NePCOHanbHbIX AaHHbIX» // CobpaHmne 3akoHoAaTenbLCTBa
Poccunckon ®egepaumm, 05.11.2012, Ne 45, ct. 6257.

24.

MewepsikoB B.A., XKenesHsk B.I., BoHaapb A.O., OcuneHnko A.Jl., BabkuH A.H. lNepcoHanbHble



https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=3219&TERM=%D0%9C%D1%83%D1%80%D0%BE%D0%BC%D1%86%D0%B5%D0%B2%D0%B0,%20%D0%90%D0%BD%D0%BD%D0%B0%20%D0%92%D0%B0%D0%BB%D0%B5%D1%80%D1%8C%D0%B5%D0%B2%D0%BD%D0%B0%5B1,1004,4,101%5D&LANG=rus

AaHHble: opraHm3aumsa obpaboTkm n obecneveHns 6€30NacHOCTM B OpraHax rocyaapCTBEHHOM
BNacCTU 1 MecTHoro camoynpaenenus / lNopg peq. B.A. MeliepsikoBa. — BopoHex: BopoHexckui
nmHctutyT MBI Poccun, 2014. — 186 c.

MocTtaHoBneHne npaButenbcTBa BopoHexckon obnactu ot 28 anpens 2011 roga Ne 340 «O6
YyTBEPXOEHUUN MOMOXEHUS O €UHOM peecTpe rocyaapCTBEHHbIX MHPOPMALIMOHHBIX CUCTEM

25. BopoHexckon obnactuny // CobpaHune 3akoHogaTenbcTea BopoHexckon obnactu 20.06.2011 Ne
4, cT. 285.
MenbHukoB, Bnagnmup MNMasnosuy. HpopmaumoHHas 6e30nacHOCTb 1 3alimta nHopmauuu:
26 yyebHoe nocobue ansa cTya. By3oB, 06y4. no cneymanbHocTn 230201 "HdopmaLMOoHHbIEe
' cuctemsbl n texHonorun" / B.IN. MenbHukos, C.A. KnenimeHos, A.M. MNeTpakos; nog pea. C.A.
KnevimeHosa. — M.: ACADEMIA, 2006. — 330 c. — ISBN 5-7695-2592-4.
Muporoe B.HO. Accembnep u ansaccembnmpoanue / B.1O. MNMuporos. — CI16.: BXB-INeTepbypr,
27.
2006. - 464 c.
28 AnekcaHgp JopoHuH. busHec-pasBegka http://fxt.com.ua/business_literatura/131-aleksandr-
' doronin-biznes-razvedka.html.
29. TaHeHbaym Q. KomnbtoTepHble cetn / 3. TaHeHbaym. — CI16. : Mutep, 2005. — 991 c.
Banbix A.C. OueHka BO3MOXHOCTEN aTakn Ha nHdopMaumoHHyto cuctemy / A.C. Bsanbix, C.A.
30. Banbix // KnubepHeturka un Bbicokne TexHonornm XXI seka: matep. Xl mexgyHapopn. Hay4.-Tex.

KOHd., BopoHex, 11-12 masa 2011 r. — BopoHex : UIML, BI'Y, 2011. — T.1. — C. 91-96.

[oHuapos, Uropb Bacunsesuy. MHdopmaumoHHasa 6esonacHocTb. Cnosapb no tepmuHonorum / U.B.

31. ["onyapos, KO.I'. KupcaHos, O.B. Paikos. — BopoHex : BopoHexckas obnacTtHasa tTunorpacms, 2015 .—
180 c. — Tupax 300. 11,3 n.n. — ISBN 9785442003246.

MenbHukoB, Bnagnmup Maenosuy. MiHgopmaumoHHas 6e30nacHoCcTb 1 3awmuta uHdopmaumm: yyebHoe
nocobue ansa ctya. By3oB, 0byy. no cneumnansHoctn 230201 "MHpopmaumoHHbIe cucTeMbl 1 TexHonorumn" /
32. B.M. MenbHukos, C.A. KneiimeHoB, A.M. MNeTtpakos; noa pea. C.A. KneiimeHoa. — M. : ACADEMIA, 2006
.— 330 c. : un .— (Bbicwee npodeccuoHanbHoe obpasoBaHue. ViHdopmaTtika u BbldUCIUTENbHAs
TexHuka). — ISBN 5-7695-2592-4.

AnppuaHos B.."LLInnoHckune witydkn" n ycTponcTea Ans 3awwmTbl 06bektoB n nHopmauun: Crnpas.
nocobue / B.A. BopoauH, A.B. Cokonos. — C-I16.: JlaHb, 1996.

AbanmaszoB 3./. MeToapbl U UHXEHEPHO — TEXHUYECKUE CpeacTBa NPOTUBOAENCTBUSA MHPOPMALIMOHHBIM
yrposam / 3.1. Abanmasos. — M.: 'poTek, 1997.

35. BpycHuumH H.A. OTKpbITOCTb M WnuoHax / H.A. BpycHuuuH. — M.: Boennsgat, 1991.

36 Bacunesckuin N.B. Cnocobbl 1 cpeacTBa NpefoTBpaLleHns yTeukn MHopMauum no TeXHUYECKUM

) kaHanam / V.B. Bacunesckuii. — M.: HIML "Henk", 1998.

37. Xopes A.A,, Cnocobbl 1 cpeactea 3U / A.A. Xopes. — MO P®, 1998.

FOCT P UCO/M3K 15408-2002 «NHdopmaumoHHas TexHonorus. Metoabl 1 cpeacraea
obecneyeHuns 6esonacHocTn. Kputepum oueHkn 6e3onacHoCT MHOPMaLMOHHBLIX

33.

34.

38. TEXHONOrM», NPUHAT N BBeAEH B AencTteue NoctaHoBneHnem locctaHgapta Poccun ot 4
anpens 2002 r. Ne 133-cT.
39 NCO/M3BK 31000:2009 «YnpaBneHune puckamu. MNMpuHuunbl n HanpaeneHus», ISO Technical
) Management Board Working Group, 2009.
MCO/M3K 31100:2009 «YnpasneHue puckamu. Metogukm oueHkmn puckar», ISO Technical Management
40. .
Board Working Group, 2009.
FOCT P NICO/M3K 27005-2010 «MHdopmaLmoHHasa TexHonorua. Metoael u cpeactea obecneyeHus
a1 WH(OpMaLUnoHHon 6esonacHocTU. MeHegKMEHT pycka MHPOPMaLMOHHOM 6Ee30NacHOCTUY, YTBEPXKAEH U

BBeAeH B aelicteue Mprkasom GepeparnbHOro areHTCTBa No TEXHUYECKOMY PEryNIMPOBaHUIO U METPONOMMK
oT 30 HosGpst 2010 r. Ne 632-cT.

B) MH(POPMALIMOHHbIE ANEKTPOHHO-06pa3oBaTenbHbIE pecypchbl (0OuumnanbHblie pecypebl MHTEPHET)*:
Ne n/n Pecypc
1. | OBC NaHb
OBC «YHuBepcuteTckasa bubnumoteka online»
OBC «3nekTpoHHas 6ubnunoteka TexHnyeckoro BY3a» (OBC «KoHCcynbTaHT cTygeHTar)
Q6C OPAUT
OnekTpoHHas bubnuoTteka yyebHo-mMeToaNYEeCKMX MaTepuanos BIY. Pexum goctyna:
http://www.lib.vsu.ru
http://www.cryptopro.ru
http://www.infotecs.ru
http://www.lissi-crypto.ru/
http://www.signal-com.ru
http://www.shipka.ru
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©

* BHavane ykasbiBaotca OBC, ¢ koTopbiMn umeroTcs goroBopa Yy BIY, 3arem OTKpbiTble 3MEKTPOHHO-
obpasoBaTernbHble pecypchl U T.4.


http://docs.cntd.ru/document/902271111
http://docs.cntd.ru/document/902271111

17. OOpasoBaTefibHble TEeXHONOrMU, MPUMEHsIieMble NpU NPOBEAEHUUN TMPAKTUKU W
MeToAuYecKne yKkasaHus Ansi ody4yarolwmxcsa no NPOXoXKAEeHUIO NMPaKTUKK

OTyeT NO nNpakTUKe [O0MKEeH OblTb WU3MNOXEH TEXHUYECKM T[PaMOTHbIM $A3bIKOM C
NPUMEHEHNEM PEKOMEHOOBaAHHbLIX TEPMMHOB W abbpesuatyp 6e3 opdorpadpuyecknx wu
rpammaTtumyeckux owmnbok. MNpeacraBneHHbIM OTYET MO NPaKTUKE OLEHMBAETCA Ha COOTBETCTBME
WHopmauuKn, npeacTaBneHHoM B oT4yeTe, AaHHbIM U3 MHEOPMAaUMOHHBLIX pecypcoB obuiero
poctyna cetu IHTepHeT, maTepmnanoB Nekumm, y4ebHom 1 TEXHNYECKON nuTepaTypbl.

CTpykTypa oT4yeTa no npaktuke

1. OTyeT NO MpakTUKe AOSMKEH BKMYaTb TUTYMbHbLIM NIUCT, COoAepXaHue, BBEAEHME,
ONucaHne TeopeTUYEeCKUX W NPaKTUYEeCKMUX acneKkTOB BbINOSMIHEHHOM paboThbl, 3aKkryeHue,
CMMCOK MCMNOSb30BaHHbIX MCTOYHMKOB, MPUIOXKEHWS.

2. Ha tutynbHOM nucte p[omkHa OblTb NpeAcTaBneHa Tema MpakTUKW, rpynna u
damunms CTyaeHTa, OaHHble O npeanpusTuu, Ha 6ase KOTOpOro BbIMOSMHANAChk MNpaKTuka,
hamunus pykosoguTens.

3. Bo BBegeHwn cTygeHTbl OOMMKHbI [aTb KpaTKOe OnucaHue 3agadvv, peluaeMon B
pamMkax NpakTUKu.

4. B ocHOBHOM 4acTu oT4yeTa CTYAEHTbl NPMBOAAT NOApPOOHOE onucaHue npoaenaHHom
TeopeTNYECKON 1 (UNn) NpakTUYecKon paboTbl, BKIOYas onvcaHne n obocHoBaHMe BblGpaHHbIX
peLLeHni, onucaHme Nnporpamm um T.4.

5. B 3aknoyeHnMn gaeTtca KpaTkasa XxapakTepucTuka npogenaHHon paboTbl, 1 NPUBOAATCA
€e OCHOBHbIE pe3ynbTaTbl.

6. B npunoxeHusx nNpuBOASATCA HEMNOCPEACTBEHHble pe3ynbTaTbl pa3paboTku: TEKCThl
nporpamm, rpadunkn 1 guarpaMmmbl, u T.4.

TpebosaHusi K 0hopMIIeHUK omYyema

1. OT4yeT ohopMnAeTCca B ne4aTHOM BUAe, Ha nuctax goopmaTta A4.

2. OCHOBHOM TEKCT oT4eTa BbINONHAETCA wWpudToM 14 NyHKTOB, C MHTepBanom 1,5
Mexay cTpokamu. TekcT pa3buBaeTcs Ha ab3aubl, Kaxabli M3 KOTOPbIX BKIKOYAeT OTCTyn u
BblpaBHUBAHME MO LUMPUHE.

3. TekcT B NpUNOXeHUAX MOXET ObITb BbINONIHEH BoNnee MeNKNm WpugTOM.

4. OTyeT pas3buBaeTcA Ha rnaBbl, MYHKTbl M MOAMYHKTbI, BKIOYaKOLWME AECATUYHYHO
HymMepaumtio.

5. PucyHkn 1 Tabnumubl B 0T4ETE AOSMKHBI UMETb OTAENbHYK HYMEepauuio U Ha3BaHMS.

6. Becb oTtyeTr pomkeH ObiTb OdOpMIIEH B €AMHOM CTune: Be3ge B OoT4yeTe Aans
3arofiloBKOB OOHOMO YPOBHS,, OCHOBHOrO TeKCTa W NOANUCEN [OOSMKEH WCMOoNb30BaTbCA
OAMHAKOBbIN LLIPUMPT.

7.CTpaHnubl OT4YeTa HyMEepylTCHd, HayuHas C TUTYfbHOro nucra. Homepa crtpaHuy,
NPOCTaBNATCA B MPAaBOM BEPXHEM Yrny AN BCEro oTyeTa KpOMe TUTYNBHOro NncTa.

8. CoaepxaHne oTyeTa SOMMKHO BKNKOYATh NepeyeHb BCEX rnaB, NMyHKTOB U MOAMYHKTOB,
C yKaszaHMeM HoMepa CTpaHuLbl NS KaX4oro afieMeHTa cogepKaHus.

9. Ccbifikn Ha nuTepatypy W Apyrne MCMNofb30BaHHblE MCTOYHUKM OGOPMISIOTCA B
OCHOBHOM TEKCTE, @ CaMu UCTOYHUKN NEPEYNCHISIOTCH B CMIMCKE UCMONb30BaHHbBIX MCTOYHMKOB.

10. O6beM oT4eTa NO NPaAKTUKE AOIMKEH ObITb HE MeHee 20 CTpaHuL.

18. MaTepmanbHO-TeXHUYECKOe obecnevyeHne NPaKTUKMU:

2. BopoHex, yn. YHusepcumemckas nnowads, 0.1, anasHbll y4ebHbIU kopryc, ayd.214:
KomnbioTep B coctaBe (16 wT.): cuctemHbin 6nok: npoueccop Intel(R) Core(TM) i5, onepatuBHas
namatb 86, HDD 500I6; moHuTop: LG FLATRON. MynbTumeananpoektop BenQ. OkpaH HacTeHHbIN
Ansa npoektopa. Ayamo konoHku Creative A60. KommyTtatop.

2. BopoHex, yn. YHugepcumemckas nnowads, 0.1, y4ebHblit kopryc 16, ayd.407:
KomnbtoTep B coctaBe (16 wr.): npoueccop Intel(R) Core(TM) i7-7700 CPU @ 3.60GHz,
onepaTtuBHada namste 16 6, SSD 256 6, HDD 1T6, sugeokapta NVIDIA GeForce GTX 1080 Ti;
moHuTop DELL S2419HN. KomnbloTep B coctaBe (1 wrt.): npoueccop Intel(R) Core(TM) i7-7800X
CPU @ 3.50GHz, onepatuBHaga namsatb 96 6, SSD 1T6, HDD 4T6, sugeokapta NVIDIA GeForce




RTX 2080 Ti (2 wr.); moHntop DELL S2419HN. UcTtouHuk BecnepebonHoro nutanna APC Back-UPS
BV1000I-GR, line-interactive, mowHocTtb:1000BA, 600BT (16 wrt.). WcTouHuk 6GecnepeboriHoro
nutanusa Legrand KEOR LINE RT 1500BA (1 wrt.). Kommytatop HP 2530-24G Switch (Managed,
24*10/100/1000 + 4 SFP, 19"). WHTepaktuBHass gocka SMART SBM685 (87 giommos, 10 SMART
SLS) ¢ naccusHbIM noTkoM. NMpoekTtop Vivitek DH758UST (ynbTpakopoTkodokycHbin, DLP, Full HD
1080p (1920 x 1080) , 3500 ANS, 10000:1, nonHas nogaepxka 3D).

2. BopoHex, yn. YHusepcumemckas rniowads, 0.1, anasHbit y4ebHbil kopriyc, ayo.124:.
KomnbtoTep B coctaBe (17 wr.): cuctemHbin 6nok: npoueccop AMD Ryzen 7 3800X 8-Core
Processor, onepaTtnBHaa namate 326, HDD 1T6, SSD 25616, Buaeokapta NVIDIA GeForce GTX
1050; wmoHuTop: Dell S2419H. WHTepaktuBHaa pgocka SMART SBM685 (87 aronmoB).
MynbTumegnanpoektop Vivitek ynbTpakopoTkodokyCHbIM. WCTOYHUK GecnepebonHOro nuTaHus
Legrand Keor SPX 1000 BA IEC C13 (16 wr.). UcTtouHuk 6ecnepeborHoro nutaHusa Legrand Keor
Line RT 1000 BA (1 wT.). KommyTtaTtop HP 2530-48G Switch (1 wr.).

2. BopoHex, yn. YHusepcumemckas rnowads, 0.1, anasHbit y4ebHbil kopriyc, ayd.226:.
Mono6nok HP: npoueccop Intel(R) Core(TM) i3-6100 CPU @ 3.70GHz, onepaTtuBHaa namatb 86,
SSD 250I6. Mynbtumeguanpoektop Epson. Ayamo konoHku EV (2 wrT.). MukpodoH. OkpaH ans
npoektopa. MapkepHble naHenu Askell (2 wrT.).

2. BopoHex, yn. YHusepcumemckas rnowads, 0.1, y4ebHbit kopryc 16, ayd.406:
YuebHbili cmeHO 'llpoepammHbie cpedcmea Kpunmoepaguu”, SCRYPTO B cocTaBe: Kapkac
MOHOOMNoKa (1 WT.); MHTErPMPOBAHHbIN BLIYUCIIMTENBHLIN y3en 3 WT.) B cocTaBe: npoueccop Intel:
OBa sgpa ¢ TaktoBol 4vactotom 2700 Mlu, O3Y: o6vém 4 6 Tmn DDR-3, TBepaoTenbHbIN
HakonuTtenb SSD obbemom 60 6, 6nok nutaHms moliHocTbio 300 BT, 2 ceTeBbix MHTepdelca
GigabitEthernet; nepekntoyatens KBM-tuna D-Link (1 wT.); HeynpaBnsembin kommyTtaTop D-Link (1
WT.); MOAYNb MUTaHMWs, KOHTPONSA M MHTerpauumn cteHga B obwyto nabopatoputo (1 wWT.); MOHMUTOP
Philips(1 wr.); koMnnekrT koHconn pabodero mecta obydaemoro (1 WT.) B cocTaBe: kKnaeuartypa
Oklick, wmbiwb Oklick; komnnekt y4yebHo-meToamyeckux nocobun (1 K-T.); cTaTUCTUYECKOEe
nporpaMmHoe obecnedeHne ynpasneHuss mogynem nutanHusa (1 wr.); pnaw-aAnck BOCCTaHOBMEHMUS
OC Ha wuHTerpupoBaHHbix [MK (3 wTt.) ¢ onepaumoHHon cuctemon ArchLinux; dnaw-gmnck
MynbTUMEONNHOIO METOANYECKOro nocobus (1 Wr.); rpynna KOMMYTaLMOHHbLIX MOPTOB (2 WT.).
Tunosol Komrnekm y4yebHo2o obopydoeaHusi "Cemeeasi 6esonacHocmes”, SECURITY B cocTaBe:
yrnpaBnsembli KOMMyTaTop TpeTbero ypoBHA D-Link (1 wT.); ynpaensembii KOMMyTaTop BTOPOro
ypoBHA D-Link (1 wrT.); annapaTtHO-NporpaMMHbIA 3MYNATOP YCTPOWCTBA JlokansHon cetn (1 wrT.);
Heynpasnsembin kommytatop D-Link (2 wr.); mapwpytmnsatop 6ecnposogHon D-Link (2 wr.);
O6paHgmayap D-Link (2 wT.); Moaynb nNUTaHUS, KOHTPONA W WHTerpauum cteHga B 0OLyio
nabopatoputo (1 WT.); KOMMyTaUMOHHasA NaHenb (1 WT.); BbIMUCANTENbHbIN y3en (4 WT.) B COCTaBe:
npoueccop Intel: gea agpa ¢ TaktoBonm 4actotonm 2700 Miu, O3Y: o6vém 4 6 Tnn DDR-3,
TBEpAoTenbHbIN HakonuTernbe SSD o6bemom 60 6, 6nok nutanna mowHocTeio 300 BT, 2 ceTeBbIX
nHtepdgenca GigabitEthernet, 1 6ecnpoBogHon ceTteBon wuHTepdenc;, MoHobrnok (1 wrt.);
cTaTUCTMYEeCcKoe nporpammHoe obecneyeHve YynpaBneHUs MogyrnemM MUTaHWs, KOHTponsd U
nHTerpauuu (1 WwrT.); nporpammMmHas cucrema soccraHosrnennsa U-Profi (R) (4 donaw-gucka obbemom 8
) (1 wrt.); yanuuutens USB (4 wrt.); kabenb VGA (2 wrT.); naty-kopa (10 wT.); metoamnyeckoe
nocobwue (2 k-Ta.).
YyebHo-npakmuyeckul cmeHd «Cucmembl KOHmMpons u yrnpasneHuss docmyrnom», ®3N-CKY[ B
cocTtaBe: mofenb cTeHbl (1 wrT.); HoyTbyk Lenovo (1 wrt.): akpaH ¢ gnaroHanbio 15.6" (paspelueHve
1366x768), O3Y obbemom 2048 M6, HakonuTtenb obbemom 120 6, npoueccop Intel gBa agpa c
TaktoBon 4vactoton 1,4 [Tu, Beb-kamepa; ckaHep NMUHENHbIX U ABYMEpPHbIX WTpux-kogos (1 wrT.);
ceetoanoq (1 wrT.); anekTpoMmexaHuyeckni 3amok (1 wrt.); ceteBon koHTponnep CKY[ (2 wr.);
MyNbTUMELNNHbIA TEPMUHAN MHOrOAKTOPHOW MAEHTUMKALMKN, B TOM Yncrne pacno3HasaHue nuy (1
LUT.); HACTOIMbHOE YCTPOWCTBO YTEHUSA U 3anucu cmapT-kapT (1 LWT.); KOHTaKTHas cMmapT-kapTta C
o6bémom namaTn 256 Gant (5 wT.); USB kntod tnn e-token (1 wrt.); komnnekT MO u koHBepTOp (1
WT.); nporpammatop kapT Mifare HacTonbHbIN (1 WT.); cunTbiBaTEND GECKOHTAKTHBLIX KAapT Em-Marine
(1 wr.); cunTbiBaTENb GECKOHTAKTHBIX KapT Mifare (1 wrT.); cmapT-kapta Tun Mifare (5 wrt.); cmapT-
kapta Tun Em-Marine (5 wT.); kntoy iButton (Touch-Memory) (5 wT.); nporpammaTtop knto4ven Touch-
Memory (1 wT.); Mogynb cornacoBaHus uHTepdencos (1 WT.); SNEKTPOMarHUTHbIA 3aMoK (1 WT.);
cuntbiBaTenb knwder TouchMemory (1 wr.); ceteBon koHTponnep TouchMemory (1 wT.); 6nok
nuTaHmna (1 wWTt.); nporpamma pacrno3HaBaHUa aBTOMOOMbHbLIX HOMepoB (1 WT.); makeT Homepa TC
P® (5 wr.); ceteBoe pene (1 wrt.); IP-kamepa (1 wrt.); koMmyTaTop Heynpaensembli D-Link (1 wrT.);
MOAyNnb MUTaHWSA, KOHTPONA W WHTerpauum Komnnekrta B obwyw nabopatoputo (1 wrT.);




cTaTUCTU4Yeckoe nporpaMMHoe obecneveHve ynpaBfeHUst MOAYNeM MUTaHWs, KOHTPONs W
nHTerpaumm (1 WT.); NporpamMmmHbIA aMynsaTop dusnyeckmx o6bekToB goctyna (1 WT.); MeTognyeckoe
nocobue (2 wrt.).

19. OueHo4HbIe cpeacTBa ANA NpoBeAEeHUA TEKYLLEN N NPOMEXYTOYHOWN aTTecTaumm
obyyarLwmxcs no npakTuke

HanmeHoBaHue NHauvkaTop(bl)
0
I_'I‘;I'_I pasgena QUCLUUNIIUHBI K?_l“:l';?;;a"' OOCTUXeHUs OueHouHbLIe cpeacTBa
(mogyns) KOMNeTeHLuUn
lModzomosumerbHbIl
1. sman OriK-9 OriK-9.15 OT4eT no npakTuke.
HayuyHo- OlK-13.10
uccnedosamerbcKuli Ol1K-13.13
amarn OfK-13.14
OfK-13.15
Ork-13 OrK-13.17
OfK-13.18
OfK-13.19
2 OllK-13.21 OT4yeT no npakTuke. 3awuTta oT4yeTa no
’ OliK-4.1 Ol1K-4.1.3 npakTuke.
OfK-4.3 Of1K-4.3.5
MK-1 MK-1.3
MK-2.2
fik-2 K-2.5
MK-3.2
MK-3 MK-3.3
MK-3.4
Omarn ebinonHeHus OriK-9 Ol1K-9.17
uccredosameribCKUX Ol1K-13.2
pabom o OfK.13 OfK-13.5
uHOusuQdyanbHOMY 82512;2
3 nnaHy OMNK-4.1 OrK-4 1 5 OtyeT no NnpakTuke. 38LL|,I/ITa oT4yeTa no
OrK-4.2 OMK-4.2.3 MPaKTKe.
MK-1 MK-1.3
MK-2.2
fk-2 MK-2.5
MK-3 MK-3.5
Oman ogpopmneHus Ol1K-13.6
4. | Om4ema o umozam Ofik-13 glglf '1133'192 OTYeT No NpakTuke.
rnpakmuxku 19
p MK-3 MK-3.4
MpomexyToyHas aTTecTauus VHAMBIAYANbHOE 3aMaHMe
dopma KOHTpONs — 3a4em ¢ OUeHKoU y

20. TunoBble OLEHOYHbIe cpeAcTBa M MeToAuYecKMe MaTepuanbl, onpegensilowme
npoueaypbl OLeHUBaHUA

20.1 TeKywWwMin KOHTPOSb yCNeBaeMocTu
KoHTpornb ycrneBaemocTv Mo AUCUUMIIVHE OCYLLECTBNAETCHA C MOMOLLbIO CNeaYHLLNX OLEHOYHbIX
cpeacTs:
NHaveugyanbHble 3agaHus

MepeyeHb HOMBUOYaANbHbLIX 3a4aHUIA.

1. NoeHTndpurkauma M ayteHTUdUKaLms nonb3oBatenen. lNpumMeHeHMe nporpaMmMHo-annapaTHbIX
CpeAcTB ayTeHTUdMKaunm (CMapT-KapTbl, TOKEHbI).

2. BbnomeTpuyeckme cpeacTtea ngeHTUMKaUnmM n ayteHTudrkauumn nonb3osartenen.

3. AyTeHTuduKauma cybbekToB B pacnpeneneHHbIX cuctemax, npobnemMsl 1 pelleHums.

4. AyouT B MH(POPMAUMOHHbIX cucteMmax. PyHKUMM N Ha3HayYeHne ayanTa, ero porb B obecnevyeHnn
MHopMaLMOHHOM 6e30MacHOCTM.

5. Bupycbl u MeToabl 60pbbbl C HUMKU. AHTUBMPYCHbIE NPOrPaMMbl U NaKeThbl.

6. MNMporpammMHo-annapaTtHble 3awmTbl MH(OPMaUMOHHLIX pecypcoB B WHTepHeT. MexceTteBble
3KpaHBbl, UX PYHKLUN N Ha3HaYeHUS.



7. MeToq npOroHKu.

8. MeTtog HaumMeHbLUNX KBaapaToB.

9. CpaBHuTb MeToa PyHre-KyTThl 1 MeTO4 Agamca 3agaHHOro nopsaaka TOYHOCTMU.

10. Kputepun oueHkm ©e30macHOCTM  KOMMbIOTEPHbIX cucteM. CTpykTypa TpeboBaHun
6esonacHocTn. Knaccbl 3aueHHOCTMH.

11. EgvHble kputepum 6€30nacHOCTM MHPOPMALMOHHbBIX TeXHONOrMin. MNMoHAaTne npoduns 3awwmThbl.
CTpykTypa npocmns 3awwmThbl.

12. EguHble  kputepun  6e3o0nacHOCTU  MHOPMALMOHHBLIX  TexHonorun. [poekT  3awwuThbl.
TpeboBaHusa 6e3onacHoOCTU (PyHKUMOHANbHbIE TpeboBaHMs U TpeboBaHNS afeKkBaTHOCTK).

13. lNoHATMe aneKTpoHHOW umndposon nognucu. Npoueaypbl GOpMUPOBaHNS LMGOPOBOM NOAMNUCH.

20.2 NMpomexyToyHasa aTrectaums
lNpomexyToyHaa aTTectaumns No ANCUUNNMHE OCYLLECTBISETCA C MOMOLLLIO CrieayoLnx
OLEHO4YHbIX CpeacTB:
Omyem o npakmuke
OueHka 3HaHWA, YMEHMA U HaBbIKOB, XapakKTepusylwmx aTanbl opMUpOBaHNSA
KOMMeTeHUMN, NPy NPOXOXAEHUUN NPAaKTUKN NPOBOAUTCS B XO4e MPOMEXYTOYHOM aTTecTauni.
[MpomexyTovHas aTTecTauus npoBOAUTCS B COOTBETCTBUM C [oNoxeHnemM O NpoMexyTOYHON
aTTecTtauum oby4varomnxca no nporpaMmmam Bbicliero obpasoBaHus.

Tembl uHOUBUQYasIbHbIX MPOEKMO8

1. MprHUMNBI NOCTPOEHUST CUCTEM 3aLUUTbl MHGOPMaLUK.

2. AxTyanbHoCTb npobnembl obecnevyeHna ©Ge3onacHOCTM B WHAOPMALNOHHOM
obuiecTse.

3. CpeactBa obecnevyeHns WHGpOpMaUMOHHON ©Ge3onacHOCTM B KOPMOPaTMBHbIX
MHPOPMALMNOHHBIX CUCTEMAX

4. AnnapaTtHble cpeacTBa obecnevyeHnst MHpopMaLUMOHHON 6e30nacHOCTU

5. MIHdopMaunoHHbIe YsI3BUMOCTU 0O6BEKTOB

6. MNMporpammHble cpencTBa obecneyeHmst MHPopmaLMOHHOM 6e30nacHOCTH

7. AHTPOMOreHHble NHPOPMALIMOHHBbIE YA3BUMOCTU

8. TexHoreHHble MHPOPMAaLMOHHbIE YA3BUMOCTU

9. OpraHusaunoHHO-NpaBoBLIe cpeacrtea obecneyveHus NHdOpMaLMOHHON
B6esonacHocTn

10. ¥Yrpo3bl nHdopMaunoHHON 6€30MacHOCTU U NX UCTOYHUKMK

11. OpraH1M3aumoHHO-agMUHNCTPaTMBHbLIE CPEACTBA 3aLUMThl MHopMaumn

12. OCHOBHbIE MPUYUHBI YTEYKN MHGOPMaLMK.

13. MNonuTtnka 6e3onacHocTn. OCHOBHbIE TUMbI MONNTUKN BE30MaCHOCTM.

14. Mepbl 3alWnTbl NEPCOHanbHbIX AaHHbLIX B MH(POPMAaLMOHHbIX CUCTEMAX.

15. Wcnonb3oBaHne HeCcepTUMPUUMPOBAHHBLIX OTEYECTBEHHbIX U 3apybexHbIX
MHAPOPMALMNOHHBIX TEXHOMOrMKM, CpeacTB 3awmTbl MHGOPMaUMK, CpeacTB MHGopMaTM3aumm,
TenekoMMyHuKaumMM 1 CBA3WM MNpU CO34aHUM U pasBUTUM POCCUNCKOM WHAOPMALNOHHOM
NHPaCTPYKTYpHbI;

16. Hay4yHo-TexHu4yeckne npobnembl  3awWmTbl  MHEAOPMALMOHHBIX  PEeCcypcoB,
MHAPOPMALMNOHHBIX Y TENEKOMMYHUKALUMOHHbBIX CUCTEM;

17. O6wemeTtogonormyeckme npobnembl kagpoBoro obecneyeHust MHAOPMAaLMOHHOM
6esonacHocTY;

18. HapylieHune 3akOHHbIX OrpaHUYeHnn Ha pacnpocTpaHeHne nHopmMauuu;

19. MNMpoTmBoONpaBHbIE COOP M UCMOMNBb30BaHNE MHGOPMaLIWK;

20. AganTuBHbIE CUCTEMBI 3aLWUTblI MHOpMaL UK.

MpomexyTovHasa aTTecTauus No NPaKkTUKe BKOYaeT NOArOTOBKY U 3aluTy oTyeTa.

OTyeT cogepxuT cregywowme coctaBngalowme: obpaboTaHHbI U CUCTEMATU3NPOBAHHbIN
mMaTepvan no TemaTuke MPaKTUKK; SKCNEePUMEHTaNbHY0 YacTb, BKIOYAMOLLYI OCHOBHbIE
MEeTOAbl NPOBEAEHUA UccnegoBaHnsa N ctatucTmyeckon obpaboTtku, obcyxaeHme nonyvyeHHbIX



pes3ynbTaToB; 3aKnto4eHne, BbiBOAbl U CMUCOK NUTEPATYPHbIX MCTOYHUKOB. OTYeT 06a3aTenbHO
noanucbiBaeTcs (3aBepsieTcs) pykoBogMTENEM MPaKTUKN. Pe3ynbTaTbl NPOXOXAEHUS NPaKTUKK
AOKnaapiBaloTCcs obyyalowmnmMes B BUAe YyCTHOro COOOLLEHNA C AEMOHCTpauuen npeseHTaunm
Ha 3acefaHuun kadeapbl (3aKMOYUTENBHON KOH(epeHLMn).

Mo pesynbTatam p[Joknaga C Y4YeTOM XapakKTePUCTMKM PyKOBOOUTENS U KadecTBa
npeaCcTaBNeHHbIX OTYETHbIX MaTepumanoB obyvarLEeMyCsa BbICTaBSETCS COOTBETCTBYHOLLAS
oueHka (ouddepeHUMPOBaHHbIN 3a4eT NO MTOraM MNPaKTUKM BbiCTaBndetTca obydarowmmcs
pyKoBOAMUTENEM MPAKTMKM Ha OCHOBAHWW [OKNada U OTYETHbIX MaTtepuarnos, NpeacTaBfEHHbIX
obyyvarowmmces).

OueHKa no npakTuke BbICTaBNAETCS pPyKOBOAUTENEM MPAKTUKM OT Kadpedpbl HA OCHOBE
coaepXaHma oTyeTa CTyaeHTa, OT3blBa PYKOBOAMTENS OT NpeanpusiTusi, BbICTYNNEHUA C
npeseHTaumMen n 0TBETOB Ha BOMPOCHI NO UTOraM NPaKTUKMK.

OTyeT NO npakTuke [OOMKEeH ObiTb M3MOXEH TEXHUYECKM T[PaMOTHbIM $3bIKOM C
NPUMEHEHNEM pPEeKOMEHOOBAHHbIX TEPMMHOB W abbpesuatyp ©6e3 opdorpadpuyecknx wu
rpaMmmaTmyeckmx owunbok. lMpu 3awmTte oTyeTa NO MpakTMKe OLEHMBAETCA COOTBETCTBUE
MHdopMauuK, NpeacTaBneHHON B OTYeTe, AaHHbIM M3 MHMOPMALMOHHBIX PecypcoB obLlero
aoctyna cetv IHTepHeT, MmaTepuanos fiekumin, y4ebHOM 1 TEXHUYECKOW nNnuTepaTypbl.

KoHeuYHbIMM pe3ynbTataMmy OCBOEHWUSA MPOrpamMmbl MPaKTUKN ABNAOTCSA COOPMUPOBAHHLIE
KOTHUTUBHbIE [OECKPUMTOPbl «3HaTb», «yMeTby», «BrageTb», PacnucaHHble MO OTAENbHbIM
komneteHumam. OHM npeacTtaBneHbl B Tabnuue. dPopmMumpoBaHME 3TUX LECKPUNTOPOB
npoucxoout B TeYeHMe BCEro nepmoaa NpPOXOXAEeHUs MNPakTUKW, B paMKax BbIMOMHEHUS
CaMOCTOATENbHON paboTbl HAa MEeCTe MNPOXOXAEHUS MNPAKTUKUM NPU BbINOSTHEHUM Pa3NUYHbIX
BMAOB paboT nof pykoBOACTBOM PYKOBOAMTENSA NPaKTUKM OT Kadpeapbl.

[ns oueHKn aeckpmnTopoB koMneTeHuun ncnonbayetca 100 6annbHasga LWkana oueHoK.

[na onpenenennsa akTU4YeCcKNX OLEHOK KaXK4oro nokasaTtensi BbICTaBMAKTCA creayroLmne
O6annobl.

Ona peckpunTopoB Kateropmumn «3HaTby:

- pes3ynbTaTt, CoAepXXalUi MOSMHbIA MpPaBUNbHbIA OTBET, MOMIHOCTLID COOTBETCTBYET
TpeboBaHnAM KpuTepusi (OTBET MOMHbIA U MPaBWUSIbHBbIN HA OCHOBAHWN W3YYEHHbIX TEOPWUMN;
MaTepuan M3noXeH B OMNpedeneHHOW NOrmYyeckon nocrnenoBaTenbHOCTM, HAaYYHbIM S3bIKOM;
oTBeT camocTtosTenbHbI — 85-100% OT MakcumansHoro konmyectso 6annos (100 6annos).

COOTBETCTBYET OLEHKE - KOTIIMYHOY;

- pesynbTaT, cogepXawunh HeNosHbl MpaBUSibHbIM OTBET WNU OTBET, COLEpKaLLmin
He3HauMTernbHble HEeTOYHOCTM (OTBET AO0CTAaTOMHO MOSHbIA U NPaBWUfIbHbIA Ha OCHOBaHWUM
N3YYEHHbIX MaTepuarnos; mMarepwuan N3MOXeH B onpeaeneHHom Norn4yeckon
nocrnegoBaTenbHOCTU, NPU 3TOM AONyLWeHbl ABE-TPU HECYLLECTBEHHble owunbku), 75-84% ot
MakcumanbHOro konuyectea 6annos; COOTBETCTBYET OLIEHKE - «XOPOLLOY;

- pesynbTaT, COAepXalluM HEMONHbIA MNpPaBUMbHbLIN OTBET WNW OTBET, CcoAepXalumi
3Ha4YUTENbHbIE HETOYHOCTM (NPU OTBETE OOonylleHa CcyllecTBeHHas owwnbka, nnn B OTBETE
cogepxutca 30 - 60% HeobOXoouMbIX CBeOEHUA, OTBET HecBA3HbI) — 60-74 % oT
MakcumanbHOro konuyectea 6annos; COOTBETCTBYET OLEHKE - «yAOBIETBOPUTEITLHOY;

- pes3ynbTaT, coAepXKallni HENOSHbIA NpaBWUbHbLIN OTBET (CTENeHb MOMHOTbI OTBeTa —
meHee 30%), HenpaBunbHbIM OTBET (OTBET HE MO CyLLECTBY 3aJaHnd) Unn oTCyTCTBME OTBETA,
T.e. OTBET, HEe COOTBETCTBYWOLIMA MNOMHOCTbIO TpeboBaHusm kputepuss, — 0 % ot
MakcumarnbHOro konuyectea 6annos. COOTBETCTBYET OLIEHKE - «HEYAOBIETBOPUTEITbHOY.

Onsa peckpMnTopoB KaTeropumn «YmeTtb» u «Bnagertb»:

- BbIMOMHEHbI BCe TPebOBaHMS K BbLIMOSIHEHUIO, HAaNMMCaHUIO U 3awuTe OT4yeTa. YMeHue
(HaBbIK) cdhopmmnpoBaHo NoSTHOCTLIO — 85-100% OT MakcMmanbHOro konnyecTea 6annos.

CoOTBETCTBYET OLIEHKE - «OTIIUYHOY;

- BbIMOSIHEHbI OCHOBHblE TpeboBaHWA K BbINOSHEHWUIO, OOPMIIEHMIO M 3alUMTE OT4yeTa.
MmeroTca oTaenbHble 3aMmeyvyaHnst U HegocTaTku. YMeHue (HaBblk) COOpMUPOBAHO JOCTATOYHO
NosiHO — 75-84% OT MakcumanbHOro konmyectasa 6annoB. COOTBETCTBYET OLEHKE - KXOPOLLIOY;



- BbINOfHeHbl Ga3oBble TpeboBaHMS K BbIMNOMHEHMIO, OPOPMIIEHMIO U 3awuTe oTyeTa.
MmetoTca OOCTaTOYHO CyLLEeCTBEHHble 3aMeyaHusi U HedocTaTtku, Tpebyouwme 3HauYnTenbHbIX
3aTpar BpPEeMeHW Ha ucnpasneHve. YMeHune (HaBblk) C(OOPMMPOBAHO HAa MMUHUMANbHO
A0MNyCTUMOM ypoBHe — 60-74% OT MakcumarnbHOro konnyectsa 6annos. CoOOTBETCTBYET OLIEHKE
- «yOOBNETBOPUTENBHOY;

- TpeboBaHUA K HaNUCaHWIo 1 3awwmTe oTdyeTa. MIMETCS MHOrOYUCHEHHbIE CYLLIECTBEHHbIE
3aMeyYaHus U HegocTaTku, KOTopble He MOryT OblTb MCnpaBneHbl. YMeHWe (HaBblK) He
chopmupoBaHo — 0 %.

[na atTtectaumMm CTydeHT npeabsBnseT OHEBHWK NPaKTUKW, 3afjaHue PYyKoBOAUTENSA Ha
NpoXoXaeHne MpakTUKM n odopMnaeT pesynbTaTbl MNPaKTUKW B BUAe OTYeTa U rOTOBUT
BbICTYMMEHWe C npeseHTaunen no pesynbratam npakTUKu.

[nsa oueHnBaHuA pe3ynbTaToB 00yYeHNA Ha 3a4eTe C OLEeHKOW ucnosnb3yeTca 4-6annbHas
Wwana: «OTINYHO», «XOPOLUO», «yA0BETBOPUTENBHO», KHEYAOBIETBOPUTESTLHOY.
CooTHoLLEeHWe nokasaTernen, KpUTepmeB 1 LIKanbl OLLEeHMBaHUSA pe3ynbTaToB 00yYeHus.

YpoBeHb
KpuTepum oueHnBaHns KOMNeTEeHUUI cchopmupoBaHH LLikana oueHok
octn
KoMneTeHunmn
3HaTb: pesynbTaT, COoAepXaliMi MOMHbLIA MPaBUIbHbLIA OTBET, MOMHOCTLIO | [lo8bIWEHHbIU Omnu4Ho
cooTBeTCTBYeT TpeboBaHusM Kputepust (OTBET MOMHbIA WM NpaBuIlbHbIA Ha ypO8eHb
OCHOBaHWM W3yYEHHbIX TEOpWI; MaTepuan W3NOXeH B OnpedeneHHoWN
nornyeckomn nocriegoBaTenbHOCTY, Hay4HbIM A3bIKOM; oTBeT

CaMOCTOATENbHbIN.

«YmeTb» u «BnapeTb»: BbINOMNHEHbl Bce TpeboBaHMA K BbIMOMHEHWIO,
HanucaHuio 1 3awWwuTe oT4eTa.

3HaTb: pe3ynbTaTt, COAEpXaluMin HEMOMHbLIW MpaBUMbHBIN OTBET UNKN OTBET, ba3zoenbitl Xopouwo
COAepXalumMn He3HauuTernbHble HETOYHOCTU (OTBET AO0CTATOYHO MOMHbLIA Y ypo8eHb
NpaBuUmbHbIN Ha OCHOBAHUM W3YYeHHbIX MaTepuarnos; MaTepuan W3foXeH B
onpeaeneHHon NorM4yecko nocnegoBaTenbHOCTA, NPM 3TOM AONyLleHbl ABe-
TPWU HECYLLECTBEHHBIE OLLUNGKM).

«YMeTb» U «BnapgeTb»: BbINOMHEHbI OCHOBHbIE TPEOOBAHMS K BbINOMHEHWIO,
oopmneHnio 1 3awmrte oTyeta. WmetoTca oTaenbHble 3amMevaHus wu
HegocTaTkn. YMeHue (HaBblk) ChOpMMPOBAHO JOCTATOYHO MOSTHO

3HaTb: pe3ynbTaTt, COAEpXKaluMin HEMONHbIN MpPaBUNbHBIN OTBET MUINN OTBET, lNopoeosniti Y0doenemsopu-
codepxXaliMin  3HauMTenbHble  HETOYHOCTM  (Npu  oTBeTe  AonylieHa yPO8€eHb mesnbHO
cyuiecTBeHHasi ownbka, unm B oteeTe cogepxutcst 30 - 60% HeobxoaMmbIX
CBEJEHUIA, OTBET HECBA3HbIN)

«YmeTb» U «Bnapetb»: BbiNONHeHbl 6a3oBble TPEOOBaHWSA K BbIMONTHEHUIO,
odopmneHnio 1M 3awmte ot4yeTa. MmMeloTcs [OCTaTOYHO CyLIECTBEHHbIe
3aMeyaHus 1 HepocTaTkv, Tpebyolwme 3HauMTenbHbIX 3aTpaT BPEMEHW Ha
ucnpasreHuve.

3HaTb: pesynbTaT, coAepXaliui HEMonHbIN MpaBUNbHBIN OTBET (CTEneHb - Heyodosnemsopu-
nonHoTbl otBeTa — MeHee 30%), HenpaBWMbHbIN OTBET (OTBET HE NO CYLLEeCTBY mesnbHO
3afjaHus) Wnu  OTCyTCTBME oOTBeTa, T.e. OTBET, HEe COOTBETCTBYIOLUMN
NONHOCTbI0 TpeboBaHMAM KpUTEPUSI.

«YmeTb» M «Bnapetb»: TpeboBaHuMs K HanucaHWiO M 3awmuTe oOTYeTa.
MMelTCqS  MHOroYMCrneHHble CyLLECTBEHHblE 3aMeyaHus W  HegocTaTku,
KOTOpble HEe MOryT ObITb MCNPaBMEHBI.

20.3 ®oH/ O1IIEHOYHBIX CPEACTB C(POPMUPOBAHHOCTH KOMIIETEHIIMH CTY/IEeHTOB, PeKOMEHTyeMbIii 117151
NMPoOBeIeHUsI TUATHOCTHIECKUX PadoT

OlK-9. CnocobeH pewatb 3agaym npodeCccMoHanbHOM AeATENbHOCTM C YY4ETOM TEKYLLLEro COCTOSHUSA U
TEHAEHUNA pasBuMTMA METOAOB 3aluTbl MHAOPMaUMM B ONEPaLMOHHbIX CUCTEMAX, KOMMbHOTEPHbIX
CeTSX U cucTemax ynpasneHus 6asamm gaHHbIX, @ Takke METOA0B M CPEACTB 3awmThbl MHopmauumn ot
yTeUKkn No TEXHMYECKUM KaHanam, ceTen u cuctem nepegayu nHdopmaumm
OlK-9.15 ymeeT aHanuanpoBaTb M OLEeHUBaTb yrpo3bl HPOPMaLMOHHON 6e30MacHOCTM OObEKTa;
OrllK-9.17 Bnageet wMeTog4amMu pacdeTa WM WHCTPYMEHTANbHOIO KOHTPOMs MnokasaTtenewn
3(PPEKTUBHOCTU TEXHNYECKOM 3aLLUTblI MHOPMaLIUW.
OlK-13. CnocobeH paspabaTbiBaTb KOMMNOHEHTbI MPOrpaMMHbIX M NPOrpaMMHO-annapaTHbIX CpeacTs
3aWnTbl MHpOpMaLMK B KOMMbIOTEPHBIX CUCTEMAX M MPOBOANTL aHanu3 nx 6esonacHocTu



OrllK-13.2 BnageetT HaBbikamu pa3paboTkM NPOrpaMMHbIX MOAYNEW, peanuayrlmx 3agadn,
cBsi3aHHble ¢ obecneyeHnem 6e30MnacHOCTM OnepaLMOHHbIX CUCTEM PacnpPOCTPAHEHHbIX CEMENCTB

OlK-13.5 ymeetr paboTaTtb C WHTErpypoBaHHbIMM cpedamMyn pa3paboTkM NPOrpamMmHOro
obecneyeHus;

OlK-13.6 Bnageet HaBblkamMu pa3paboTkM, OTNagKW, LOOKYMEHTUPOBAHUA W TECTUPOBAHUS
nporpamm;

Or1K-13.9 3HaeT nokasatenu ka4yecTBa NPorpaMmMHoOro obecneyeHus;

Or1K-13.10 3HaeT 6a3oBble CTPYKTYPbl AaHHbIX;

OrlK-13.12 ymeeT dhopMann3oBaTb NOCTaBNEHHYIO 3aayy;

Orl1K-13.13 ymeeT paspabaTbiBaTh 90 HEKTUBHBIE anNropUTMbl U NpOrpamMmbl;

Orl1K-13.14 ymeeT NpoBOANTb OLIEHKY BbIYUCIIUTENBHOM CIIOXHOCTU anroputma;

OlK-13.15 ymeeT nnaHupoBaTb pa3paboTKy CNOXHOro NporpaMmHoro obecneveHms;

OlK-13.16 BnageeT MeToAaMm OLIEHKN KayecTBa roTOBOro NnporpaMMHoro obecneveHus;

OrllK-13.17 Bnageer HaBblkamuM  paspaboTkMm  anropuTMOB  Onsl  pelweHns  TUMNOBbIX
npodeccmnoHanbHbIX 3agau;

OlK-13.18 YmMeeT npuMeHsiTb cpeactBa M MeTodbl aHanm3a nporpaMMmHoro obecnedeHus Ons
BbISIBNEHWS 3aKnagokK

OrllK-13.19 YmeeT nNpuMMEHATb MeTodbl aHanm3a TMpPOEKTHbIX peweHnn ana obecnedeHus
3aLUNLLEHHOCTN KOMMbIOTEPHbLIX CUCTEM.

OrllK-13.21 YmeTb nNpUMEHATb COBPEMEHHbIE cpeacTBa obecneyeHuss MHEPOPMALNOHHOM
6e30nacHOCTM NporpaMmm 1 AaHHbIX

OlK-13.23 YmeeT npoBOAMTb aHanu3 NporpamMHbIX CPEACTB, MPUMEHSEMbIX ONsi KOHTPOMs u
3aWnTbl MHCpopMaLnn
Orl1K-4.1. CnocobeH opraHuM3oBbIBaTh 3awWuMTy MHEAOPMaLUKM B KOMMbIOTEPHBLIX cUCTEMax M cetax (Mmo
obnacTtam NpMMeHeHMs)

OlK-4.1.3 cnocobeH mMcnonb3oBaTb $3bIKM U CUCTEMbI NMPOrPAMMUPOBAHUSA, MHCTPYMEHTamNbHbIE
cpeactBa npu obecnevyeHun 3awmnTbl UMHGOPMaUMM B KOMMBIOTEPHbIX CUCTEMAxX MpU  peLueHun
pasnnyHbIX NPodeCcCMOHarbHbIX, MCCNea0BaTENbCKUX W NPUKNAAHbIX 3a4av;

OlK-4.1.5 BnageeT HaBblkaMy NPUMEHEHUST aHANUTUYECKMX U KOMMBIOTEPHBIX Moaenen ob6bekToB
NMHopMaTM3auum Npu co3gaHnM CUCTEM 3alUmTbl MHOpPMaL MK,

OlK-4.2. CnocobeH aHanuanpoBaTb 3aLUULLEHHOCTb, MPOBOAUTb MOHWUTOPUHI, ayauT U KOHTPOSbHblE
npoBepkn paboTocnocoOHOCTM M 3aLLMLLEHHOCTM KOMMbIOTEPHbLIX CUCTEM M ceTen (no obnactsam
NPUMeEHEHUS)

OlK-4.2.3 BnageeT HaBblkamMu NPOBEAEHUS aHanu3a 3alMLEHHOCTU, MOHWUTOPWHra, ayaurta u
obecnevyeHns KOHTPOSbHbIX MPOBEPOK (PYHKLMOHNPOBAHNA M 6€30MacHOCTM KOMMbIOTEPHbLIX CUCTEM U
ceTeln;

Or1K-4.3. CnocobeH paspabartbiBaTb 1 aHaNU3npoBaTb KOPPEKTHOCTb MOMUTUKA MHEOPMALMOHHOWN
6€e30MacHOCTM KOMMNbIOTEPHbBIX CUCTEM U ceTen (No obnacTam NpUMMeHeHUs)

OlK-4.3.5 cnocobeH NpUMEHSATbL NporpamMMHble CpeacTBa MPUKNagHOro, CUCTEMHOMO M CneunanbHOro
Ha3HayYeHus npu paspaboTke U aHann3e NosIMTUKM MHAPOPMaLMOHHON 6e30MacHOCTH;

MK-1. CnocobeH npoBoaMTb aHanua TpebOoBaHUM W BbINOMNHATL pPabOTbl MO MNPOEKTUPOBAHUIO
NpOorpaMMHbIX M annapaTHbIX KOMMOHEHT cUCTeMbl 6€30MacHOCTU KOMMbIOTEPHbLIX CUCTEM U CETEN, B
TOM YUCIE C UCMOSb30BaHNEM COBPEMEHHbLIX METOA0B M CPEACTB 3aLnTbl MHpopMaLmn

MK-1.3 ncnonb3yeT NpUHLUMNbI KOMNEKCHOW pa3paboTku npasun, npoueayp, NpMemMoB U METOAOB,
npv co3gaHnn cpeacTB 3alnTbl MHOPMaLUKN, B TOM YUCIE C UCMOSTb30BAaHNEM COBPEMEHHbIX METOL0B
N cpeacTB pas3paboTkm NporpammMHOro obecneyeHus;

MK-2. CnocobeH npuvHMMaTb yyacTMe B SKCMEPTM3E U aHanu3e Yys3BUMOCTEW, yrpo3 U WHUWOEHTOB
NHOpPMaLMOHHOM 6e30NacHOCTU B KOMMbIOTEPHbBIX CUCTEMAX M CETAX

MK-2.2 cnocobeH NpoBOAUTbL aHanu3 KOMMbIOTEPHbLIX CUCTEM C LENbl onpeferieHns ypoBHS
3aLlMLWEHHOCTM 1 A0Bepus € nocnegyowmm obobueHmnem n obpaboTtkon nHdopmaumnmn, NnonyyeHHoOn B
X0[4e UccriegoBaHui;

MK-2.5 npoBoauT TeopeTuyeckue W nNpukNagHoe wuccrnegoBaHue YpPoOBHEN 3alUULLEHHOCTU
KOMMbIOTEPHBLIX CUCTEM U CETEMN;

MK-3. CnocobeH yyactBoBaTb B paboTax MO MNPOEKTUPOBAHWUIO CUCTEM 3almTbl WHOpPMaLMM B
KOMMbIOTEPHBIX CUCTEMax W CeTaxX nNpu peweHun npodecCnoHanbHbIX, WCCNeaoBaTenbCKUX U
npyKnagHbIX 3agay



MK-3.2 3HaeT mMeTodbl agMWUHUCTPMPOBAHUSA CUCTEM YynpaBfeHns cobbITUSMU MHEGOPMAaLMOHHON
Ges3onacHoOCT, cucTemM OOHapyXXeHWss M npeoTBpPaLEeHUs BTOPXKEHWWA, MOHUTOPWUHra cobbiTun u
WHUWOEHTOB;

MK-3.3 cnocobeH npoBoauTb aHanuM3 6e30nacHOCTU KOMMbIOTEPHbIX CUCTEM C WUCMONb30BaHWEM
aKTyarnbHbIX CTaH4APTOB B 06nacTn KOMMNboTepHON 6e3onacHoCTw;

MK-3.4 cnocobeH npoBOAUTb aHanuM3 K opmannsaumio NocTaBneHHbIX 3agad B obnactu
6e30MacHOCTN KOMMNBIOTEPHbBIX CUCTEM U CETEN;

[MK-3.5 BbINOMAHAET NPOBEPKY YCTOMYMBOCTU MNPUIOXKEHUA K BHELUHEMY HECaHKLUMOHMPOBAHHOMY
AOCTyny, B TOM 4uCre MNpoBEpKa YCTOMYMBOCTM BEO-NPUNOXEHWA K aTakam, NpPUMEHeHue cpeacTs
KOHTpons 6e3onacHOCTW, ynpaBneHwe Kpuntorpaduyeckumu CpeacTBaMu, a Takke opraHu3auuns
MeponpuaTun no obecneyeHunto knbepbesonacHoOCTL.

Bonpochkl ¢ BapaHTaMu OTBEeTOB

1. O6bekKT 3aWmTbl MHPOpMaL KM 3TO...

A) nHdopMaUnoHHasa cuctema, npegHasHadeHHasa ans obpaboTku 3almiaemMon nHdopmMaumumn
¢ TpebyeMbiM YpOBHEM €€ 3aLLNLLLEHHOCTU

B) uH¢popmauyusi unu Hocumesib UHOpMayuu, unu UHGOPMaUyUOHHbIU npoyecc,
Komopble Heo6x00uMo 3awuwames 8 coomeemcmeuu ¢ Uesbio 3auumsl UHghopmayuu

B) o6bekT nHpopmaTnsaumm, npeaHasHadeHHbIn ang o6paboTkM 3amaemon nHdopmauumn ¢
TpebyeMbiM yPOBHEM €€ 3aLLULLEHHOCTH

M) wvHMopmauusa, sBNSLWAsca npegMeToM COOCTBEHHOCTM W noanexawias 3awurte B
COOTBETCTBMM C TpeOOBaHNAMKU MPaBOBbIX AOKYMEHTOB MnvM TpeboBaHWsIMW, yCTaHaBNMBaeMbIMU
cOB6CTBEHHUKOM MHOpMaLuK.
2. Kak HasbIiBaeTcs AOCTYN K MHopMauum, HapyLuaroLwmii Nnpasuna pasrpaHniyeHnsa goctyna
C NCNOMb30BaHNEM LUTATHbIX CPEACTB, NPeAoCTaBNsAEeMbIX CPeACTBAMUN BbIYUCTIUTENBHOMN
TEXHUKN NN aBTOMAaTMU3MPOBaHHbIMU CUCTEMAMWN?

— MaHAaTHbIN OOCTYM;

— aTaka;

— HeCaHKUMOHUPOBaHHbLIN OOCTYM.
3. Kak HasbiBaeTca cnocob 3aLmTbl MHpopMaumm ot yTedkn Yyepes NOMWH, ocHoBaHHbIN Ha
nokanusauum aneKkTpoMarHMTHOM 3Heprun B onpegerieHHOM NpoCcTPaHCTBE 3a CHET OrpaHNYeHns
pacnpocTpaHeHMs ee BCEMU BO3MOXHbIMU criocobammn?

— 3KpaHupoBaHwue;

— rnopjasneHue;

— 3awymreHue.
4. Kak Ha3blBalOTCA MeTobl 3aLlUTbl aKyCTUY4ECKOM MH(popMaLmu, NnpegycmaTpusaoLme
noaaBneHne TeXHUYECKNX CpeacTB pa3Beakun?

— MaccuvBHblE;

— nNpOaKTUBHbLIE;

— daKTUBHbIe.

5. Ecnu pasnnyHbiM rpynnam nonb3oBaTtenen ¢ pasnuyHbiM ypoBHEM AOCTyna TpebyeTca AocTyn K
OOHOM U TOW Xe WHGOpPMaLMK, KaKoe M3 YyKasaHHbIX HWXe AEeWCTBUMA crnefyeT npeanpuHSaTb
pyKoBOACTBY?
— CHu3nTb ypoBeHb 6e30MacHOCTU 3TOW MHopMaumn Ansa obecneyeHus ee OOCTYMHOCTU U
yaobcTBa MCnonb30BaHns
— TpeboBaTb noanMcaHWs crneumanbHOro paspelleHns Kaxabld pas, Korga 4ernoBeky
TpebyeTcs 4OCTYN K 3TOM MHGOopMaLmm
—  Yny4ywmTb KOHTPOsb 3a 6€30MacHOCTbLIO 3TON UH(hopMaL K
— CHU3UTb ypOBeEHb Kraccuurkaumm aTom nHpopmauum
6. ['Ae npMMeHsoTCa cpeacTBa KOHTPONS ANHAMUYECKOM LEeNoCTHOCTU?
— aHanuse noToka (puHaHCOBbIX COOOLEeHUN
— obpaboTke faHHbIX



— NPV BbISABNIEHUU KpaXun, Ay6nupoBaHusa oTaeNbHbIX COOOLWeHUN
7. B 4eM 3aknoyaeTcs OCHOBHas NpuMyYMHa notepb MHopMauumn, ceasaHHou ¢ MK?

— ¢ rnobanbHbIM XMLLEHNEM MHGOPMALUK

— C NOSIBNEHMEM NHTEPHETA

— C HepocTaTo4yHOM OOpa3oBaHHOCTLIO B obnactn 6esonacHocTun

8. HectaHpapTHOCTb, pa3HOObpa3HOCTb - 3TO 0bwme TpeboBaHus K 3awmuTe nHopmaumn (1) nnm
TpeboBaHue, npegbsaBnsaeMoe Kk cucteme 6esonacHoCcTn nHdopmaumm (2), nnm ycrioBme, KOTOpomy
AOSKHA yOOBMETBOPATbL CUCTEMA 3aLMThbl MHGopMauun (3)?

- (D).

- (2.

- 3.

— Hwu ogHO 13 3TUX NOHATUMN.

9. KomnnekcHocTb - 310 obuwwue TpeboBaHna K 3awmte uHGopmaumm (1) mnn TpebosaHue,
npegbaBnsgemMoe Kk cucreme 6es3onacHoctM MHdopmMaumn (2), unum ycrnoBue, KOTOPOMY [LOSMKHA
yOOBNETBOPATb CUCTEMA 3aLUTbl MHpopmaummn (3)?

- (D).

- (2.

- 3.

— Hwu ogHO 13 3TUX NOHATUMN.

10. Kakue uenu npecnegyet 3awmra nHgopmaumm?
uenu 3awmTtbl MHopmauum - HegonywieHme "B3noma" gaHHbIX, XPaHALLMXCHA B KOMMbIOTEPE.

—  LenaAMM 3awmTbl MH(OopMaLUK ABNAKOTCA: NpeaoTBpPaLLEeHMe pa3rnalleHusi, yTeUYKu m
HEeCaHKLMOHMPOBAHHOIO AOCTyNna K OXpaHAeMblM CBeAeHUAM; npepoTBpalleHue
NPOTMBOMNPaBHbIX AEUCTBUA MNO YHUUYTOXEHUI, MoaudcmKauum, UNCKaXKeHUIo,
KONMUpPOBaHUIO, ONOKMpoOBaHMIO WHMpOpMauuK; npegoTBpalleHne apyrux cGopm
He3aKOHHOro BMelaTenbCTBa B MH(OPMaLMOHHbIe pecypcbl U MH(pOPMaLMOHHbIE
cuctemMmbl; obecnevyeHne NpPaBOBOro pexuma AOKYMEHTUPOBaHHOW MHdOpMaLMKM KaK
006beKkTa COGCTBEHHOCTU; 3almTa KOHCTUTYLMOHHbIX MpaB rpaXaaH Ha coxXxpaHeHue
JINYHOM TauHbl U KOH(PMAEHUMANbLHOCTU MNEepPCOHaNbHbIX AAHHbIX, UMEKLMXCA B
MH(OPMALIMOHHbIX cucremax; cCoxXpaHeHue rocyaapcTBeHHOM TaWHbl,
KOH(PMAEHUNANBbHOCTU [OKYMEHTUPOBaAHHOM WHMOpMauMmM B COOTBETCTBMU C
3aKoHOAaTeNbCTBOM; obecnevyeHue npaB CyobLEKTOB B MH(pOPMaLIMOHHLIX NMpoLleccax
M Npu unx paspaboTke, NPou3BOACTBE U NMPUMEHEHUN UH(POPMALMUOHHBLIX CUCTEM,
TEXHOJIONMU U CpeacTB ux obecnevyeHus

11. ABnseTcsa nu gaHHOEe CBOMCTBO OCOBEHHOCTLIO MHdOpMaUnn?

— pasMepHOCTb.

— HenpepbIBHOCTb.
— [OMCKPETHOCTb.

— HarnsgHocTb.

— LUEeHHOCTb.

12. YTto ABNSAeTCA COCTaBHOM YaCTbO KOHUENUUN U CTPYKTYPbl 3aLnTbl MHGOopMauun?
— Pas3Butbin acCOPTUMEHT TEeXHUYECKUX cpencts 3aWmThbl MHcpopmaumn,
NPoOM3BOANMbIX Ha NPOMBbILLUIIEHHON OCHOBe.
— 3HauuMTenbHOEe 4YUCMO UMewWUX HeobXxoAuMble  JIULEH3UW  OopraHuM3auum,
cneuvanm3vpyroLwmxca Ha peeHn BONpocoB 3aWwmTbl MH(popMauun.
— bBonblon NpakTMyeckuin onbIT peweHnsa npobnemM B paccmaTpMBaemMon obnacrw.
13. Kakon atakm Ha ARP npoTokon He cyLiectsyeT?
— ARP Spoofing;
— ARP Stuffing;
— ARP Sniffing.
14. Pacnonoxwute B nopsiake crniegoBaHne mogenun OSI tnnbl atak



15.

16.

17.

18.

19.
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— DNS Sniffing;

— ARP Spoofing;

- XSS.

Mcnonb3yeTca v ycnoBHas BEPOSTHOCTb B MeTOAax obHapyXeHnst 3noynotpebneHnn?
- Aa;

— HerT.

fBnseTca nu cuctema obHapyXeHUs BTOPXKEHUN akTUBHBIM KOMMOHEHTOM MO 3alymTe OT yrpo3?
- Aa;

— HeT.

B nepeyeHb aTanos nposegeHus ayauta C sxoguT:

— BblpaboTKka pekoMeHaauum

— cbop nHdbopmauum ana ayauTta

— BbIIBMieHMe HegocTaTKoB npu obpaboTke nHpopmaumm

— BbIpaboTKka pekomeHaaunm
Pe3ynbTaTbl NpoBeAeHUs ayauTa nogpasaensorcs Ha:
— OpraHuM3auuoHHbIe

TeXHU4eckue
— MporpammHble

— MeTogolornvyeckue
OueHka puckoB ans MC nponssBoanTCsi C MOMOLLBIO CreayroLmMX LWKan:
KOJINYECTBEHHOM

norapudpmmyeckomn
KayeCTBEHHOMN
MaTpPUYHON

. OTCcyTCTBME U3MEHEHU B nepeaaBaeMon UMM XPaHUMOW MHAOPMAaLMKM MO CPaBHEHMUIO C ee

MCXOOHOW 3anncblo — 3TO:

21

LLeNOCTHOCTb;
€[JVHCTBO;
CUHTES;

— MonHoTa.

. Kakon n3 metogoB ocHoBaH Ha [obaBneHnn n3bbITOYHON NHPOpMaLMK K NepegaBaeMomMy

cnoBy?

22.

23.

24.

— MeToa XeMMMUHra;

meToq Jasnaa CnensHuHa;

— MeTo XOKBUHrema.

K nonnandaBnTHbIM Wndpam OTHOCATCA:

— wwudp NMnendepa;

—  Wwundpp Xunna;

wndpp Bodopa;

— BCe nepeyvyuvcrieHHble Wwnudpbl.

Kakon HopMaTUBHbIN akT SIBMSIETCS OCHOBHbLIM B cdyepe perynmpoBaHus 3NeKTPOHHOW NoA4-Nncu:

— penepanbHbir 3akoH Ne1-d3 o1 10.01.2002 «O6 aneKkTpoHHON UMdPOBON NOANNCUY;

— @bedepanbHbIl 3akoH N263-P3 om 06.04.2011 «O6 3571eKMPOHHOU NOOnucu»;

— nocTtaHoBneHue MNMpasutensctea Poccunckon ®epepauun Ne 111 ot 9 cpespana 2012 r. «O6
9NEKTPOHHON MOAMUCKU, UCMOSfb3YEMOW OpraHamu WUCMOSIHUTENbHOM BNacTU U opraHamu
MECTHOrO CaMOynpaBneHNs npu OpraHu3aumm 3NEKTPOHHOIO B3aMMOLENCTBUS Mexay
cobomn».

B kakmx Tunax kpuntoatak mcnonb3dyetrca metod "onpoboBaHus"? (YKaxuTe HECKONbKO BEPHbIX

BapuMaHToOB OTBeTa.)

a) KpunToaTtaka C UCNofb30BaHNEM KPUMTOrpamm;
6) KpunTOoaTaka C UCMosib30BaHMEM OTKPbITbIX TEKCTOB M COOTBETCTBYIOLLMX KPUNTOrPaMM;
B) KpMnToaTaka ¢ UCNONb30BaHMEM BbIOUPaEMbIX KpUNTOAHANUTUKOM OTKPbITbIX TEKCTOB U



COOTBETCTBYIOLUX KPUMTOrPaMM;
r) Bce OTBeThbl BEPHbI.
25. Bpems, 3aTpayvBaemoe anroputMOM ANs peleHus 3ajadvv, paccMmatpuBaemMoe Kak yHKUUS
pasmepa 3agayv Unm Konu4ecTsa BXOAHbIX AaHHbIX, — 9TO:
a) BpeMeHHas CINOXHOCTb;
6) Bpemsi BOCpoun3BeaeHUs anroputma;
B) BpEMS peLleHus anroputMa.
26. OTCcyTCTBME W3MEHEHUN B nepefaBaeMon WM XPaHMMOW WHOpMauMM MO CPaBHEHWUIO C ee
MCXOOHOW 3anncbto — 3TO:
a) LenocTHOCTb;
©) eQnHCTBO;
B) CUHTES;
r) nonHoTa.
27. [iBoriHon DES He ncnonb3yeTtcs, NOTOMY YTO
(1) HegocTaToYHa ANuMHA Kno4va
(2) cywecTByeT aTtaka «BCTpe4ya MnocepeauHe», KOTOpaA MNO3BOJNIAET CHU3UTb CTOMKOCTb
anropmTtmMa go cromkoctu npoctoro DES
(3) crnvwkomM yBenMunBaeTCcs CrOXHOCTb BbIYMCIIEHWN
28. Ataka "BmellaTenbCcTBO" — 37O yrpo3sa:
(1) rotoBHOCTK
(2) uenocTtHocTH
(3) KoHdomaeHUManbLHOCTH
(4) cekpeTHOCTH
29. B DES nocnegHui payHg npu nepeom crnocobe wngpoBaHMst U obpaTHOro aewmdpoBaHus
OTNU4aeTcs OT ApYrux:
(1) npumeHeHnem cmecutens
(2) oTcyTCTBMEM YCTPOUCTBA 3aMEHbI
(3) npumeHeHeM yCTpoNCTBa 3aMEHbI U CMECUTENS
(4) NnpuMeHeHneM yCTponCTBa 3aMeHb!
30. NpoTokonupoBaHne n ayant MOryT NCNONb30BaTbCA ANS:
(1) npeaynpexaeHunsa HapyweHui Nb
(2) obHapyxeHnA HapyLweHUn
(3) BOCCTaHOBNEHUA pexuma Ub
31. CurHaTypHbI METOZ BbISIBNIEHNS aTaK XOpOLU TEM, YTO OH:
(1) nogHMMaeT marno NMoXHbIX TPeBOr
(2) cnocobeH obHapyxmBaTb HEM3BECTHbLIE aTakn
(3) npocT B HacTpourke U aKcnnyaTauum
32. [Ina 4ero ucnonb3yTCA CpeacTBa CO34aHMA X3L-CyMM (PannoB M LaHHbIX NpU paccnegoBaHum
KOMMNbIOTEPHbIX MHUNOEHTOB?
—  Ansa obHapyXeHUs HeCaHKLNOHMPOBAHHOIO AOCTYNa Ha YTEHUE;
— ANnA oOHapyXeHUs1 HapyLeHUsA LLeNIOCTHOCTH;
— O4ns oGHapy>XeHNsa HapyLleHnst 4OCTYMHOCTMW.
33 Ha kakonm knacc SOC no nokanusaumu @YHKUMA cregyeT OPMEHTMPOBATLCA KOMMaHWWM AOnis
pa3BepTbiBaHua SOC B Te4eHMe HECKOSbKUX MecsaLeB?
— BHyTpeHHUR
— BHewHun
—  mbpunaHbIn
— Jliobon 13 BbiEenepevnCriEHHbIX
34 Kakyto Mogenb peKkoMeHAOyeTCs  WUCMoNnb3oBaTb MNpUM  pearMpoBaHMM  Ha  MHUWAOEHTbI

knbepbesonacHocTn?
- ITIL
- COBIT
— Cyber Kill-Chain
- TIP

35 lNpoTokonupoBaHne — 3To
a) C6op n HakonneHue uHdopmauum o cobbiTuax UC
b) BegeHue gokymeHToB
c) Bce 13 nepeuncneHHoro



d) Hnuyero 13 nepevncrneHHoro
36. Ha ocHoBaHuu Yero paspabartbiBaeTtcs [lonoxeHvne o pearmpoBaHuy Ha UHLUMOEHTbI?

— Ha OCHOBaHWM Mogenu yrpo3 6e3onacHocTy;

— Ha OCHOBaHWW MOAENM NPOU3BOACTBEHHbIX NPOLIECCOB U aKTUBOB;

— Ha OCHOBaHMM NONUTUKN MHDOPMaALIMOHHON 6e30NacHOCTHU.
37. Yem onpepensieTca npoueaypa v MeToabl paccrneaoBaHNA KOMMNbIOTEPHbBIX MHUMAEHTOB B
opraHusaumn?

— TpeboBaHMsIMM YrONOBHO-MpOLIECCYanbHOro kogekca Pd;

— YTBEpXAEeHHbIMU BHYTPEHHUMMU perfiaMmeHTaMmm opraHusauuu;

—  TEXHUYECKMMM BO3MOXHOCTSIMU OpraHn3aumm.
38. Kakne 13 cpencts obecneumsatoT Hanbonee NoNHOe paccrneaoBaHNe KOMNbIOTEPHbIX MHUMAEHTOB?

— CuUCTeMbl OOHapyXXeHUs U NpeaoTBpPaLLEeHUs1 BTOPXKEHUN;

— CMUCKW ynpaBreHus JOCTYNOM Ha MapLupyTmM3aTopax;

— cucteMbl WindposaHna Tpaduka.
39. dyHKUMOHaNbHOCTL 6e30nNacHOCTU onpedensieT oxugaemyto paboTy MmexaHu3moB 6e3onacHocTu, a
rapaHTuu onpeaensiioT:

1. BHegpeHue ynpasrneHus mexaHnamamm 6e3onacHocTu

2. Knaccudmkaumto gaHHbIX Nocre BHeAPEHU MexaHn3moB 6e30nacHOCTH

3. YpoBeHb goBepus, obecnevynBaeMbiii MEXaHU3MOM 6e30MacHOCTU

4. CooTHolWweHune 3aTpaT / Bbirog
40. Cuctema wundpoBaHUa w/mnu anekTpoHHon nognucu (Ol1), Npu KOTOPOW OTKPbLITLIN  KIHOY
nepegaércss No OTKPbITOMY (TO €CTb He3alMLWEHHOMY, OOCTYNHOMY Ans HabnogeHus) kaHany wm
ncnonb3yetcs Ans nposepku 3l n anga wngposaHnsa coobLeHnsa — kpuntocmcema ...

+ acMmeTpuyHas
+ C OTKPbITbIM KIOYOM

KpuTepun n wkanbl oueHnBaHusa 3agaHnm ®OC:
[nsa oueHMBaHWs BbINONHEHWST 3a4aHUI Ucnonb3dyeTca GannbHas Wwkana:
1) 3akpbITble 3a4aHus (TECTOBbIE C BAapuaHTamMm OTBETOB, CPeHUI YPOBEHb COXHOCTK):

— 1 6ann — ykasaH BEpPHbI OTBET;

— 0 6annoB — ykasaH HeBepHbI OTBET (MOMHOCTHLIO NN YACTUYHO HEBEPHLIN).
2) OTKpbITblE 3a4aHuns (TECTOBbIE C KPATKMM TEKCTOBbIM OTBETOM, MOBbILUEHHbIN YPOBEHb CITOXXHOCTH):

— 2 6anna — ykasaH BepHbIN OTBET;

— 0 6annoB — ykasaH HeBepHbI OTBET (MOMHOCTHLIO NN YAaCTUYHO HEBEPHbIN).

3apaHus pasgena 20.3 peKOMeHAYHTCA K UCNOSIb30BaHMIO NPy NpPoBeAeHUN ANarHOCTUYECKNX
paboT C uenbk OLEHKM OCTaTOYHLIX pe3yfibTaTOB OCBOEHUA AAHHOW AUCUMMNIUHLI (3HaAHWWN,
YMEHUI1, HaBbIKOB).


https://ru.wikipedia.org/wiki/%D0%9A%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D1%8F
https://ru.wikipedia.org/wiki/%D0%AD%D0%BB%D0%B5%D0%BA%D1%82%D1%80%D0%BE%D0%BD%D0%BD%D0%B0%D1%8F_%D1%86%D0%B8%D1%84%D1%80%D0%BE%D0%B2%D0%B0%D1%8F_%D0%BF%D0%BE%D0%B4%D0%BF%D0%B8%D1%81%D1%8C

